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Abstract

Program execution traces can be solarge in practical testing and monitoring appli-
cations that it would be very expensiwe, if not impossible,to store them for detailed
analysis. Monitoring execution traces without storing them, can be a nontrivial

matter for many speci cation formalisms, becausecomplex formulae may require a
considerableamount of information about the past. Metric temporal logic (MTL) is
an extensionof propositional linear temporal logic with discrete-time-boundedtem-
poral operators. In MTL, one can specify time limits within which certain temporal
properties must hold, thus making it very suitable to expressreal-time monitoring

requiremerts. In this paper, we preseri monitoring algorithms for cheding times-
tamped execution traces against formulae in MTL or certain important sublogics
of it. We also present lower bounds for the monitoring problem, showing that the
preseried algorithms are asymptotically optimal.

1 Intro duction

Runtime veri ¢ ation and monitoring have beenproposedaslightweight formal
veri cation methods [13] with the explicit goal of cheking systemsagainst
their formal requiremerns while they execute.In mostmonitoring applications,
executiontracesare available only incrementaly and they aremuchlargerthan
the formulae againstwhich they are chedked. Storing an ertire executiontrace
and then performing the formal analysisby having random accesgo the trace
IS very expensive and sometimeseven impossible. For example, the monitor
may lack resourceseg.g.,if it runs within an embeddedsystem,or the monitor
may be expected to react promptly when its requiremerns are violated, in
order for the systemto safelytake a recovery or a shutdown action.

In this paper, we adopt the position that a monitoring algorithm does
not store execution traces, but rather consumesthe ewens as they are re-
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ceived from the monitored program. The problem of chedking executiontraces
againsttemporal speci cations is known to have very simple and e cien t al-
gorithms for seweral temporal logics, as showvn for examplein [19], but most
of thesealgorithms assumethat the ertire executiontrace is available before-
hand, sothey violate the assumptionsfor a monitoring algorithm.

In this paper, we investigate monitoring algorithms for the metric tempo-
ral logic (MTL) [1,15 and its sublogics.MTL is an extensionof propositional
linear temporal logic (LTL) that can refer to discrete-timed properties, and
its models are timestamped state-sequenceghus making it an appealing for-
malism for expressingmonitoring requiremeris in real-time systems. Besides
the propositional operators, MTL allows future and past time linear temporal
operatorswhich are boundedby discrete-timeintervals. For example, U7
statesthat shouldhold between3 and 7 time units from now, and until then

shouldhold. One or both of the endsof an interval canbeOor 1 . LTL can
be seenasa special caseof MTL whereewery interval is [0; 1 ). Asintroduced
in [1], MTL also provides congruenesthat allow oneto state that a formula
should hold periodically with respect to an absolutetime. We call theseabso-
lute congruen@s and support them in our MTL speci cations aswell, but in
addition we introduce a novel variant that we call relative congruene. Rela-
tive congruencesllow oneto referto momerts that occur periodically starting
with the current time.

We rst presen a generalMTL monitoring algorithm basedon the idea of
transforming the MTL formula as ead time-stamped obsenation (or ever,
for short) is received from the monitored program. The underlying principle
of the algorithm is \resolve the past and derive the future". By \resolving
the past” we meanthat the MTL formula is transformedinto an equivalent
formula with the property that it has no past time operator rooted subfor-
mulae which are not guardedby other temporal operators. By \deriving the
future"” we meanthat the MTL formula is transformedinto a new MTL for-
mula with the property that the current formula holds before processingthe
newly received event if and only if the derived formula holds after process-
ing the event. We shaw that this MTL monitoring algorithm runs in space
O(m2™M) and takestime O(m32°M) for processingeat evert, wherem equals
J ] plus the sum of all the numeric constarts occurringin , and is with
all the timing subscriptsdroped. The reader may note that although expo-
nertial, thesebounds are independent of the size of executiontrace which is
typically much larger than the formula being monitored We also show that
the algorithm hasbetter boundsfor certain sublogicsof MTL, including LTL.
In fact, the boundsfor past and future time LTL match the previously best
known monitoring algorithms for theselogics[11,12]. Finally, we derive lower
boundsfor monitoring MTL and its sublogics,which show that our algorithm
Is closeto optimal.

The proofs of all the claims have beenomitted in the interest of space,but
they can all be found in [21].
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Related Work. MTL wasintroducedin [1], whereits complexity of expres-
sivenessis investigated. MTL is just one amongsta variety of extensionsof
linear temporal logics for specifying real-time systems(see[2] for a survey).
Our idea of deriving an MTL formula with an obsened evert is an adapation
of the classicaltableaux construction for temporal logics[22,9], where formu-
las in the current state represem constriants on the remainder of the input
trace and are systematically propogated from the currernt state to the next.
Drusinski [6] implemerts monitors for MTL formulaein his commercial Tem-
poral Rover system, but the implemertation and algorithmic details of this
implemertation are not available.

Java PathExplorer (JPaX) [10] is a NASA runtime veri cation systempro-
viding monitoring algorithms for pastand future time LTL. MTL non-trivially
generalized TL, and the motivation for generalizingthe LTL monitoring al-
gorithmsto MTL is clear- onewould often like to monitor not only qualitative
speci cations sud asthosethat can be expressedn LTL, but also quantita-
tive speci cations that referto timing constriarts. The algorithms we preser,
whenusedon LTL speci cations, arease cien t or moree cien t than the cor-
responding specializedalgorithms in JPaX.

Eagle[4] isa x-p oint basedlogic formalism designedaround and for JPaX,
combining temporal aspects and data, thus allowing one to de ne temporal
operators and support time. It is shavn that Eagle is capable of de ning
and implemerting seweral nite trace monitoring logicsincluding the Metric
Temporal Logic [4]. In a recert and independert work, upper bounds of
O(m?22™ logm) for spacecomplexity and O(m*22™log?m) for time complexity
have beenshown [3] for Eagle when specializedto future and pasttime LTL.
These are comparableto the bounds we establish for our MTL monitoring
algorithm when specializedto LTL.

The complexity of cheking a path against temporal formulas has been
discussedn the corntext of \mo del-cheking a path” in [19], but metric tem-
poral logic wasnot coveredthere. We descrike a dynamic programming based
procedurein the style of [19], but arguethat it is not a monitoring procedure
becauseit hasto store the ertire executiontrace. A tableaux based-simply
exponertial method to detect\bad pre xes" for a subsetof LTL formulae is
preserted in [8]. We shav that our generalalgorithm, when usedon LTL
formulae, not only hasa better complexity than the algorithm in [8], but also
works on any LTL formula, including both future and past operators. Us-
ing alternating automata in monitoring is alsoan appealing approad, started
with [7] for LTL, but it is not clear how easilyit can be usedin the cortext
of timed sequencesf ewerts.

2 Metric Temporal Logic

In this section, we briey recap MTL; the readeris referredto [1] for more
details. Given a nite set P of propositions, the set of MTL formulas is

3
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inductively de ned asfollows.

= truejfalsejpj 1™ 2 1 20 0 ] U 20 | 1S 2

wherep 2 P, and | is one of the following:

(1) An interval of the non-negatiwe real line whoseleft and right end-points
are natural numbersor 1 . For a number n, the expression | n denotes
theintervalf 'y njy21g\ [0;1).

(2) A relative congruen@ expression 4 c for integersd 2 andc 0.
y2 gcdenotesy=cmodd,and | nthesetfyjy= ¢ n moddg.
(3) An absolutecongruene expressiorF 4 ¢ for integersd  2andc 0. The
expressiory 2 =4 cdenotesy = cmoddand | nthesetfyjy= cmoddg.

We use exclusiwe disjunction instead of negationto simplify certain tech-
nicalities in the Section 3.

We assumethat the integer constarts that occurin a formula are encaled
in binary format. Weinterpret MTL formulasover nite timed statesejuenes
A timed state sequence = ( ; ) is a pair consistingof a nite sequence
of states ; P, and a nite sequenceof real numbers with j j =] j and

i i+1 foreatcni. Dene j j =] j. Intuitively, a sequence represens a
timed executionof a systemand is understood asfollows: at time ; the system

was obsened to be in state ;. Let [i;j] denote ; .1 ::: j, and similarly
for [i;j],andlet [i;j]= ( [i;j]; [i;j]). Givenatimed state sequence and
apositionl i ] j, wedene what it meansfor (; i) to satisfy a formula
, written (; 1) , asfollows:
(;1) true is always true
(;1) false is always false
(;i) p i p2
(i) 1™ 2 (1) cand(50) 2
(;1) 1 2 i exactly oneof (; i) rand(;i) , holds
(i) bi<jl i+l and 2 i+
(;1) U 2 i (;j) 2forsomej iwith ;2 ;+1 and
(; k) iforalli k<
(; 1) i i>1,(;i 1) ,and ; 12 ; |
(;1) 1S 2 i (;)) 2forsomej iwith ;2 ; 1 and
(; k) forallj <k i
We write as shorthand for (; 1) . Note that intervals and relative

congruencesexpresstiming constrairts relative to the \current” time, while
absolute congruencegefer to the absolutetime. For example,at position i,

m:njtrue holdsif .4 i 2 [m;n], and  ctrue holdsif .1 i = cmod d,
while - true holdsif ;7 = ¢ mod d. MTL as originally de ned in [1]
cortains only absolute congruencesas primitiv es, but we introduce relative
congruencessincethey naturally arisein many speci cations. The following

4
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are someuseful abbreviations:

true 1_ 2= 1 2 (17 2) | = true U

=0 | = true § | =

We write U for U1y, U  for Ugm;, Usm for Um:.1y, Uy for Umm;, and
similarly for the other temporal operators. Note that the standard LTL falls
as a degeneratesublogic of MTL where only the interval [0;1 ) is allowed,
which amourts to \ignoring” the timestampsin executiontraces.

Recursiwe de nitions of satisfactiontypically leadto e cien t dynamic pro-
gramming basedalgorithms for chedking membership of a trace in the set of
traces de ned by a formula [19. An equivalert recursive de nition of the
semarnics above can be easily devised:

(:1) U , i 02land(;i) ,ori<jjand(;i) .and
(;i+1) 1Uo pwherel®=1 4+

(;0) 1S 2 i 021 and(; i) s,ori>1and(; i) 1 and
(;i 1) 1So owherel®=1 ;+ ;

An e cien t dynamic programming algorithm for testing (; i) follows

naturally: allocate atable d of sizej j j j cof bits, wherec is the largest
integer constart occuringin . The idea s that d(i; j; ¢) is 1 if and only if
(; 1) satis es the formula that is obtained from the j th subformula of by
substracting ¢ from the interval at the root of the subfornula (if any). By
carefully traversingthe table d, onecan Il it in time linear onits size. Seg[19]
for related algorithms for other temporal logics. However, sud an algorithm
is highly undesimablein the cortext of monitoring, becausedt not only requires
the ertire trace to be stored, which is intolerable while monitoring very long
executions,but it alsois not online in nature.

3 Monitoring MTL Formulae over Finite Traces

In this section,we presern our main monitoring algorithm for MTL.
3.1 Resolvingthe Past and Deriving the Future

We de ne two mutually recursive formula transformations, one for past and
one for future. The transformation [; i] resolesall the top-level past-time
operatorsin  accordingto the everts until the i™ onein , i.e. according
to the events obsened sofar. The resulting formula is an equivalert formula
that doesnot cortain any unguardedpast-time operators, i.e. every top-level
temporal operator is a future-time operator (seeLemma 3.2). The transfor-
mation f ; ig derivesthe formula with respectto the i™ evert in , sothat
the resulting formula holds after the evert if and only if  holds before the
ewvent (seeLemma3.2).
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De nition 3.1 Let beatimed state sequenceand1l i | j. Wedene
[; i]true = true [; i]false= false
[;ilp=p2 | IC o™ 2= (5 )N [T 2)
G 2= ) @il il =
01U 2)= U 2 [;i], =ifi=21or ; 12 ; |
then falseelse[; i]( f;i 19)
0 1 0 1
if021 then(; i if i = 1 then false
(1S =@ bilzg @'t A
elsefalse else[; iI]( 1™ ( 1Sj0 2)f ;1 19
wherel®=1 ;+ |,
truef ; ig = true falsd ; ig = false
pf;ig=p2 | (17 2fsig=(4f;ign(2f;ig)

(1 DF vig=(«f5ig) (2f 509 (0 )fig= (i1, )f ;ig
(1S 2f 5ig= ([;1]( 1S 2))f ; ig

( )f;ig=ifi=jjor 41 Z ;+ 1| then falseelse
0 1 0 1

( 1U| 2)f : Ig: @ if 02 | then 2f ; IgA B @lf i =] ]then false A
elsefalse else( 1f ;ig” ( U0 »))
wherel°= 1 g + |

From now on we adopt the convention that the operators|[; i] and f ; igbind
wealer than all the logicalconnectives. E.g.,[; i] 1S, »>denoteq; i]( 1S »),
and S, .f; igdenotes( 1S, ,)f;ig.

Let F( ) bethe setof all subformulaeof that areeither rooted at atemporal
operator or are atomic propositions. Let F( ) be the setof formulasin F ( )
which have an occurrencein that is not guardedby a temporal operator,
l.e. formulasin F( ) that are at the \top-level". Let denotethe formula
obtained by dropping all the intervals in  (i.e., implicitly replacing every
interval with [0;1 )). For instance,for = pU (p>" ps), we have F( ) =
fpup2ipss 0 F()=f g and = pU(p" ps). Let

F*()=F() [ f 1Uo2j 1U 22F();1°=1 n for someng
F ()=F()[ f 1So 2] 1S 22F();1°=1 n for someng
FO)=F"()[F ()
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The following lemma states certain properties of the formula transformations
in De nition 3.1, that we informally claimed earlier in this section.

Lemma 3.2 For atimed statesequene andl i | |,

(i) F(;i1) F*(). Further, if is rooted at a past time temporal oper-
atorthenF([;i] ) F*()n

(i) Everyformulain F([; i] ) is rooted at a future time temporal operator.

@iy (;1n if andonlyif (;i) [;1] .

(iv) F( f;igQ) F*( ). Further, if is rooted at a past time temporal
operator thenF( f;ig) F*()n

(v) F( f;jjo)isempty,i.e. f ;] jgis equivalentto true or false.
(viy Fori<ijij, (;1i) if andonlyif (;i+1) f;ig,and(;]jj) if
andonlyif f;j jo.

3.2 Canonical Forms

While transforming the MTL formulae after every ever, it is crucial to keep
the size of the transformed formulae small. An important componert of our
monitoring algorithm is a procedurewhich keepsformulaein a canonicalform
that is guararteed not to grow larger than exponertial in sizeof the original
formula. Moreover, the formula represemations canbe updated alsoin simple
exponertial time with the size of the original formula. As explained below,
the correctnesf this procedureis basedon a result by Hsiang[14], regarding
propositional calculusas a Booleanring by reducing propositionsto canoni-
cal forms consistingof exclusiwe disjunction of conjunctions. The encaling of
propositions that follows is specializedfor the particular operations required
by our main monitoring algorithm. Whether BDDs [5] or other more stan-
dard encalings, sud as CNF or DNF, can also be viable possibilities in our
monitoring framework, aswell asthe vicewversa,namely whether our encaling
can outperform the othersin somesituations, are de nitely issuesdeserving
further investigation. Howeer, for the time being we prefer the Booleanring
encaling presened next becauseit relieves us from dealing with negations
and, more importantly, it allows very simple and e cien t implemertations of
se\eral propositional operations, including a non-trivial substitution.

Let P = fp.:ps;:i:pmg be a set of \parameters", and let Prop” (P) be
the setof A -canonical propositions over symiolsin P [ ftrue;falseg. By ~ -
canonicalit is meart canonicalmodulo the assaiativity and commutativit y

7
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equationsof and”, using the other equationsbelow asrewriting rules:

(1) (2™ 27 3= 1M (2" 3) (2 1" 2= 2"
(3) ~true= 4 ~ =

6) (1 2) 3= 1 (2 3) 6) 1 2= 2 1
(7) false= (8) = false

© (1 20" 3=(1" 3) (27 3)

Let E be the set of equationsabove. Since and ~ are comnutative and
asseiative, we can unambiguouslywrite expressionsuchas ; ::: ,and

1M op,or Ly and ML, g, respectively. Due to the Church-Rosser
and termination of the AC-rewriting systemabove [14], it is not hard to see
that * -canonicalforms have unique forms i, *j25 Cj, where

Cj 2 P[ ftrue;falsggforalli2 | andj 2 J;;
foreadi 2 |, the elemerts C; form a set that is, C; 6 Cy forj 6 k;
the setsfC;; jj 2 Jjg alsoform a set;

true 62 Cj jj 2 Jig exceptwhenjJ;j = 1, and if this is the casethen i is
the only index in | with this property;

false6Z Cy jj 2 Jig exceptwhenjJ;j= 1andjlj= 1.

Noticethat jIj] 2™ andjJijj m. Becauseof the above, onecanregard any
A -canonicalform asa set of setsof elemens in P. In order for this to work,
we needto adopt the standard corvertion that ~,. is true, and that 5. is
false

We next describke how ” -canonical propositions over parametersin P =
fpe; p2; i Pmg can be encaled on 2™ bits, and also how seweral common op-
erations on propositions encaled this way can be performede cien tly. Since
A -canonicalpropositions can be seenas sets of setsof at most m elemers,
we start by encaling ead subsetP of P by a sequenceof m bits b with the
property that bj] = 1if and only if p; 2 P. Now ead b correspndsto a
number between0 and 2™ *, which allows us to assignexactly 2™ bits to any
A -canonicalproposition ; the idea being that the i™ bit is 1 if and only if
the set correspnding to the binary m-bit represemation of i correspndsto
one of the conjunctsof . A sequenceof 2™ zerosencalesthe formula false
if isofthe formtrue  © then the bit correspndingto i = 0 in the 2M-bit
represemation of is 1. In particular, the proposition true is encaded as 1,
regardedas a 2™-bit number.

Let us next de ne correspnding bitwise transformations for the various
operationson ~ -canonical propositions. From now, due to the one-to-one
correspndence,we make no distinction betweena " -canonical proposition
and its binary represemation. Therefore,in particular, we say [i]= 1if and
only if ~cortains the conjunct formed with the correspnding propositionsin

8
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the binary represetation of i.
Exclusivealisjunction.For * -canonicalpropositions and , the binary rep-
resenation of the canonical form of , 1S nothing but the bitwise xor
operation applied to the binary represemations of and . Indeed, ead bit
in the binary represemation correspndsto a set of propositions forming a
correspnding conjunct, and by equations(8) and (7), the sameset cannot
appeartwicein a normal form. This simple proceduretakestime O(m2M), be-
causeonealsoneedsto incremert the m-bit courter traversingthe two 2™-bit
sequences.
Conjunction.For ~ -canonical propositions and , we claim that the fol-
lowing O(m2°™) procedure calculatesthe binary represemation of the ~ -
canonicalform of their conjunction in

=0

fori;j =0to2™ 1
k = binary(i) or binary(j)
[kK]= [k] xor ( [i] and [j])

The operatorsor, xor and and above are bitwise, and binary(i) is the binary
represemation of i. If i and | are already in binary represetation then the
incremerts of the for loop, and the calculation of k and [k], take time O(m).
To keepthe notation simple, we ambiguouslylet ~ alsodenotethe 2™-bit
calculated by the procedureabove.
Other booleanoperatas. One can de ne other booleanoperationsaswell. For
example,: canbe calculatedin constart time, by xor-ing the rst bit of
(the onecorrespnding to true) with 1. Similarly, * pg, for somepx 2 P, can
be calculatedlike in the generalconjunction ”~ , but with the optimization
that sincej = 2 is the only bit in  that is a 1, the conjunction can be
computedin time O(m2™). Finally, sincestandard disjunction _  reduces
to ( ~ ), it canbe computedin time O(m22M).
Substitution. A very frequert operation on propositions that we will use,is
that of applying a substitution. More precisely supposethat T:[1;m] !
[0;2™ 1] is a map assigningto parametersp; 2 P, abstracted by their in-
dex,a ™ -canonicalproposition in binary represemation. Now given another
A -canonical proposition in binary represetation, say , the problem s to
e cien tly calculatethe proposition obtained by the substitution givenby T to
the formula , after putting it in ~ -canonicalform. The following code run-
ning in time O(m?22°™) calculatesthe binary represemation of this proposition
in

=0
fori=1to2™ 1
if [i]then = 1 (asa2™-bit number)
forj =1tom
if binary(i)[j]then = " TJj]

9
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1  monita(; )

2 allocateR[1:::m]; D[1:::m]

3 fori =1toj jdo

4 forj = 1to m do R[j] = resolvéformuldj); R;D; ; i)
5 forj = 1to m doD[j] = derivéformuldj);R;D; ; 1)
6 = subst ; D)

7 if = falseor = truethenbreak

8 return

9 end monita

Fig. 1. The MTL monitoring algorithm over nite timed state sequences.

The outer loop and conditional traverseall conjunctsof ; then the inner
loop and conditional traverseall the propositionsoccurring in a conjunct, and
apply them the substitution incremertally, propagatingthe  bottom-up, due
to the distributivit y rule (9). Finally, the newly obtained proposition which
iIsin N -canonicalform, needsto be mergedwith the already existing similar
propositionsobtainedfor di erent i. Let subs{; T) bethe calculatedabove.

All the above allow us to state the following important result:

Theorem 3.3 ”~ -canonical propositions over parametersin P = fpq; pz; i PmQ
can be stored in space 2™ such that the operations of exclusivedisjunction,
conjunction and substitution, run in time O(m2™M), O(m2?™) and O(m?23M),
respectively.

3.3 Monitoring MTL Formulas

The MTL monitoring algorithm canbe now relatively easilyde ned, following
the mutually recursive formula transformation relationsin De nition 3.1, and
taking advantage of the 2™-bit represemations of propositionsin ~ -canonical
forms and the e cien t implemertation of basicpropositional operations. Our
algorithm is essetially a dynamic programming algorithm that implemerts
the recursiwe relations in De nition 3.1

Givenaformula in ” -canonicalform, which onecanaccomplisho -line,
usinga procedurelike Hsiang's[14], let m = jF ( )j. Notethat m | j+ ,
where isthe sumof all the numeric constarts assaiated to eat occurrence
of U and S, in asfollows: if | = [m;n] thenn; if I = [m;1 ] then m; if
| = 4 cthen d; O otherwise. For eadr 2 F ( ) assigna unique integer
1 indeX ) ms.t.wheneer ;2 F ( ;) thenindeX ;) indeX ). For
1 i mletformuldi) return sud that indeX ) =1i.

Figure 1 shaws the pseudaode of the main monitoring algorithm. This
procedurealways keepsthe formulasthat it handlesin 2™-bit canonicalform.

indeX ;) = i, and are encaled as descriked in Subsection3.2 Note that the
initial 2™-bit represemation of can be calculatedin time O(m2™).

10
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resolve( R;D; ; i)

case of
p 3 =p2
|1 : ifi=1or ; 12 ; | then = false
else = subs{subs{ 1;D);R)
1S - . if021 then ;= subs{ ,;R) else , = false
ifi = 1then ;= false
elsel 0= | it i
1 = subs{ 1;R) " subs{D[indeX 1Sio ,)];R)
1 2
o1 U =
return
endresolve

derive(; R;D; ; i)

case of
p : =p2
|1 c ifi=jjor 41 2 {+ 1 then = falseelse = ;
U o : if021 then ;= subs{ ,;D) else ; = false
ifi=j jthen , = false
elsel °= | it
2 =subst ;D) 1Uo »
= 1_ 2
L1 1S o =subst(R[indeX )]; D)
return
endderive

Fig. 2. Resolvingthe past and deriving the future.

The monitoring proceduremaintains two arrays, R and D, ead of length
m, which are updated by the loop in line 3, ead time the next elemer in
the obsened timed sequence is available. If formulgj) =  then after the
i" iteration R[j] will be [;i] and D[j] will be f;ig. Further, R[j] and
D[j] are kept in canonicalform. We note that it is possibleto usethe same

and D[j] becauseasa consequencef Lemma3.2F (D[j]);F(R[j]) F ().
The arrays R and D are computed using two mutually recursive procedures
- resolveand derive- shownn in Figure 2. These follow De nition 3.1 and
henceare self explanatory. Note that the computation of R in the currert
iteration usesD from the previousiteration, and the computation of D is the
current iteration usesR from the current iteration. Thus, in ead iteration R
Is updated beforeD.

Theorem 3.4 The procedure monita(; ) returns true i . It takes
11
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spce O(m2™) and time O(j jm32’™), wheem = jF ( )j j j+

We end this sectionwith a couple of obsenations. First, note that in the
i jteration the monitoring procedureonly access; ;; ; and i1, and thus
we neednot store the ertire timed sequenceobsened. Second,the spacere-
quiremert of the procedurecan be further optimized by having ertries in R
for only those 2 F ( ) that arerooted at past time operators. This is be-
causethe ertries in R for atomic propositions coincidewith the correspnding
ertries in D, and the ertries for  rooted at future time operators cortain
itself.

4 Stronger Performance Results for Sublogics of MTL

A more re ned performanceanalysisof the monitoring algorithm for certain
sublogicsof MTL showsthat the algorithm hasmuch better performanceover
thesesublogicsin comparisonto erntire MTL. We considertwo suc sublogics
- MTL with only past time operators,and LTL.

4.1 MTL with Only Past Time Operators

A large classof safety properties, often called canonical safety[18] properties,
can be expresseccompactly and naturally asa pasttime formula which has
to hold at every momert in an executiontrace. In MTL, this is the sameas
cheding for ( 1) )- Sud properties can be monitored very e cien tly:

Theorem 4.1 Supmse is an MTL formula with only past time operators.
Thenmonita( ; ) takestime O(j jm) andspce O(m), wheem = jF ( )j.

The readercanched that monitoring MTL with only future time operators
hasthe samecomplexity asMTL with both future and past time operators.

4.2 Linear Temporal Logics

The monitoring algorithm for MTL can be specializedto obtain an algorithm
for LTL. Recallthat LTL formulascanbe seenasMTL formulaswith only in-
tervals of form [0; 1 ); although LTL formulas are interpreted over (untimed)
state sequencesThe monitoring algorithm can be specializedby simply drop-
ping all referencedo time in the resolve and derive procedures.

As corollariesto Theorems3.4 and 4.1 we get that LTL with both past
and future time operators can be monitored in time O(j jj j%2% /) and space
O(j j2 1) (notethat = ), while LTL with only pasttime operators can be
monitored in time O(j jj j) and spaceO(j j). Indeed monitoring algorithms
with the samecomplexity bounds are known for LTL with only future time
operators[11] and LTL with only past time operators[12]. But the algorithm
for LTL with both past and future time operators seemgo be novel.

12
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5 Exponential Lower Bounds for Space

We now derive somespacelower bound results which shawv that the our mon-
itoring algorithm for MTL and its sublogicsis closeto optimal.

5.1 LowerBoundsfor MTL

Considera monitoring scenariowith only one proposition and henceonly two
states,say 0 and 1. For natural numbersk; n de ne the following languageof
nite timed sequences = ( ; ):
Len=f j 1=:1:= & k= i+ 1 9stjj=Ilkn; and
9i<Ist [(i 1Dkn+ Liknl= [(I 21)kn+ 1;lkn]g
L.n cortains only thosetimed sequencesvhoselength is a multiple of kn, and
where time increasesby one ewvery k steps. Further, if the underlying state

sequenceas Wy :::Wn, whereead w; is of length kn, then w,, = w; for some
i< m.

Lemma 5.1 Any monitoring algorithm for L., requiresspace (2 ").

Now, we give an MTL formula ., that de nes the languageLy.,. The
following 'macros’ will be usefulfor this purpose.

tick = 4true end= : true

startcell = ('§ Ytrue lasword = :  ,true
where we write '{, ! for a sequenceof , operators of length k 1. The
predicate tick is true at a position if the time in the next position is exactly
onemorethan the time in the current position, while endholdsonly at the last
position in a timed sequence.The predicate startcell holds at a position only
if the time doesnot advancein the next k 1 steps,while lastvord holds at a
position if the time in all the subsequenpositionsis at mostn 1 units more
than the time at the current position. The ideais that, sincewe are interested
in the timed sequencesvheretime increaseonly every k positions, startcell is
true at positionsthat are onemorethan a multiple of k. In addition, sincewe
are interestedin sequencesvhoselength is a multiple of kn, lastord is true
only in the last kn positions. De ne

where .. arede ned asfollows.
en = & (tick_end A (tick! 4 § *(tick_ end)

The predicate above expressegshe condition that ; = ::: =  and ¢ =
i + 1.

2
kin = n0 n 1true

13
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The predicate 2, in conjunction with !~ expresseshe condition that the
length of the timed sequencas a multiple of kn.

2.=  Lo(: lasword ~ startcell A
[o;n 1](Startcell !
nk (5ol o(laswvord ~ statcell ~ | *0) ~
b1t o(lastvord ~ statcell » | 1))

The predicate 2., in conjunction with {, and Z, enforcesthe additional
condition that [(I 1)kn+ 1;lkn] = [(i 1)kn + 1;ikn] for somei < I.
Note the critical useof relative congruencesn the above predicatesinstead of
absolute congruences.

Theorem 5.2 Let A be any monitoring algorithm for MTL.
P—
(i) There is a formula , to monitor which A requires space (2 ¢ 1),

whete c is the largestconstant occurring in -, and is a xed constant.

(i) Thereis a formula , to monitor which A requires sppce (2 2] j) for a
xed constant

In the formula of Theoremb5.21, let ¢ be asin the statemert. Then we
haveforc> 1 q_ q _ q_
c jj (c+ 1) | o+
using the fact that g J.

Finally, note that since ., cortains only future time operators, the lower
boundsestablishedabove alsoapply to MTL with only future time operators.

5.2 LowerBoundsfor MTL with Intervals Only

We prove lower bounds for sublogicsof MTL with no congruencegabsolute
or relative). We rst prove a lower bound for MTL with only intervals of form
[0;1 ). Note that this will alsogive us a lower bound for LTL.

Consider a monitoring framework with only two atomic predicatesand
therefore only four possiblestates,say 0, 1, # and $. For a natural number
k, de ne L to be the setof all timed sequence$¢ ; ) sud that

2 f #w# Bw Yw2f01gcand ; ¢ %2 f0;1,#9gg

A similar languagewas previously usedin seweral works [16,17,20] to prove
lower boundsin model chedking and in monitoring extendedregular expres-
sions.

Lemma 5.3 Any monitoring algorithm for L requiresspace (2 ¥).

Theorem 5.4 Let A be any monitoring algorithm for MTL with only inter-
vals gﬁ)rm [0;1 ). Thereis a formula , to monitor which A requires space

(2 1) for a xed constant
14
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This lower bound can be improved for the sublogicof MTL with arbitrary
intervals. Using the argumerns similar to that in proof of Lemmab5.1, we can
easily show that any monitoring algorithm would require space ( n) to mon-
itor the formulap $ (: ( ntrue) _ ( »0)). Thus,in generalany monitoring
algorithm would require space (2 ) to monitor a formula . The above
happenedbecause cortains a constart that is exponertially largerthan j j.
The following shaws that even if the largest constart occurring in a formula
is much smallerthan the sizeof the formula, any monitor would still needan
exponertial space.

Theorem 5.5 SupmseA is a monitoring algorithm for MTL with arbitrary
intervals. Thereis a formula suchthat the largestconstant occurring in it is
smaller than j j and A requiresspace (2 i=logj 1) for a xed constant

6 Conclusion and Future Work

A generalmonitoring algorithm for requiremerns expressedn metric tempo-
ral logic (MTL) hasbeenpreserted, together with instantiations for various
sublogicsof MTL. It wasshown that the algorithm is exponertial in the num-
ber of temporal operators and atomic predicates,and in the sum of numeric
constarts in the original MTL formula, and alsothat the exponertial bound
cannot be avoided even for simple sublogicsof MTL. The number of propo-
sitional operators, which often take most of the size of a speci cation, does
not a ect the complexity of our algorithms. SinceMTL is an expressie and
powerful logic for monitoring requiremerts, the presened novel and closeto
optimal algorithms can be usedin practical runtime veri cation and testing
tools, sud as JPaxX [1Q.
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A  App endix

Pro of of Lemma 3.2: We start with a few de nitions. De ne ; o if

F (_1) F(_z), and

F( 1) = F(2) impliesj 1j ] 2.
Dene ;' 2 if 4 >and - 1, and 1 2 if 1 >and 16" .
Note that the relation is well-founded.

We prove all the six statemerts simultaneously by nestedinduction. The
outer induction is on i, while the inner oneis a Noetherian induction on the
relation  over formulas. For the outer induction, the basecaseis wheni = 1.
The argumerns for the nestedinduction within this basecaseare similar to
(and simpler than) thosethat arisewithin the induction step, and sowe leave
them to the reader. For the induction step, assumethat all the six statemens
are true wheneer i < k (the outer induction hypothesis). We have to show
that they are true for i = k. We now do a nestedinduction on . The base
casefor this iswhen = true or = false and theseare easyto ched. For
the induction step, we may assumethat the six statemerts are true for all
[ k and (the inner induction hypothesis). We now considereadh
statemert in turn.

1. We considerthe case = 1S, , and 02 | andi > 1; the others are
simpler.

[ Kl 1S 2=[;KI( 2_( 17 ( 1S 2)f ; kK 19)

where 10 = | Kkt k1. Let = 5 (17 (1S0 2)f; k 1g). Then
F(; Kl )= F(; K] ). From the outer induction hypothesisfor statemert
4, wehave F( 1So of ; k 190 F*( 1So 2)n 1So>=F*()n . Then
it followsthat F( ) F( ), and hence . Then by inner induction hy-
pothesisfor statemert 1, wehave F([; k] ) F*( )=F*( ))[ F*( 2)I
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F*( 1So of ;ig)= F*( )n , and the desiredresult follows.

2. The argumert is similar to 1.

3. We again only considerthe case = S, ,and02 | andi > 1; the
othersare simpler. Let and|®beasin 1. Then
(; k) 1S o (; k) 2, 0r (; k) rand(; k 1) 1Si0 5

i (K)o 2,0r (5 k) pand(; k) (1S 2)f k19
(using outer induction hypothesisfor statemert 6)
i (; k) 2_( 1™ (1S0 2)f ; k 19)

ie. (; k)
From the argumert in 1, . Then by inner induction hypothesis for
statemen 3 we have ( ; k) i (; k) [;k] ,which givesus the desired

result.

4. We consideronly k < j j, of which we again consideronly two subcases.
= 4U - Let021. Then

U of s kg= of ; kg_ ( 1f ; kg”™ ( 1Uj0 1))

where| %= | iv1 + . Let = Sf kg ( 1f ; kg™ ( 1Upo »)). Then
F(f;kg)=F( ). Clearly, fori = 1;,2wehaveF( i) F( ) andhence
i . Then by the inner induction hypothesisfor statemernt 4, we have
F(if; kg F (i) F*(). Also,F*( 1Uo ) F*( U ). Then
F() F*(), andthe desiredresult follows.

=, 1 Let =[;k]. WehaveF( f; kg) = F( f; kg). From 1 we
haveF() F*()n . ThenF() F( ) andhence . Then by
inner induction hypothesisfor statemert 4 wehave F( f ; kg) F*()
F*( )n , from which the result follows.

5. The argumert is similar to 4.

6. We consideronly k < j j, of which we again consideronly two subcases.
= U ,and021: Let %= | ki1 + k. Then
(; k) [ (; k) 2, 0r (; k) rand(; k+1) Uo »
Now, clearly for i = 1;2we have F( i) F( ) and hence ; . Then
using the inner induction hypothesisfor statemen 6 we have
(; k) [ (; k+1) of;kgor(;k+1) f;kgand
(;k+1)  1Uo»
[ (; k+1) of; kg _( 1f ; kg™ 1Uo )
= | 1: Let beasin 4. Then from 3 we have ( ; k) i (; k)
From the argumert in 4 we have that . Then by the inner hypothesis
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for statemert 6, ( ; k) i (;k+1) f; kg, andthe result follows.

Pro of of Theorem 3.4: Sincethe pseud@ode of Figures 2 and 1 closely
follows De nition 3.1, it is clearthat the monitoring procedureis correct. The
memory required by the monitoring procedureabove is the memory to store
R and D, that is, O(m2™). With respect to time complexity, monita(; )
calls m times the proceduresresolve and derive at steps4 and 5, which
take longer than calculating the substitution at step 6. Ead of the proce-
duresresolve and derive make one, two, or three calls to the substitution
procedure,so eat call to them takesO(m?2°™). Thus, the time complexity
of monitar(; ) is O( jm323M).

Pro of of Theorem 4.1: Wehaveindex( ) = m. By Lemma3.2, we have
that R[i] is either true or false for i < m and R[m] = 0. Similarly, D[i]
is true or false for i < m and D[m] is either false or (. The monitoring
procedurecan be easilymodi ed to not have entries R[m] and D[m]. One can
ched that the procedurethusmodi ed takestime O(j jm) and spaceO(m).

Pro of of Lemma 5.1: The proof is by cortradiction. De ne an equivalence
relation  ontimed sequencesvhoselength is a multiple of kn, as follows:

1 2 if f4[(i Dkn+1jikn]jikn j qjg=f [ L)kn+l;jkn]jjkn j »jg

Note that there are 22" equivalenceclasses. Supposethere is a monitoring

algorithm A that usesspacelessthan 2". Then by the pigeonhole principle

there are two timed sequences; 6 , s.t. the memory of A is the sameatfter

reading ; and ,. Since ;6 ,thereisaws.t. w2 f 4[(i 21)kn+ 1;ikn]g

andw 2f ,[(j 21)kn+ 1;jkn]g. But A givesthe sameanswer on ;:w and
2.W.

Pro of of Theorem 5.2:

(i) Take = . Wehavej (nj = ( k?), and the largestconstart in .,
isn. By Lemmab5.1, A requires (2 k") space,and the result follows.
(i) Take = 1,. Wehavej 14j = (log n). By Lemmab5.1, A requires

(2 ") space,and the result follows.

Pro of of Lemma 5.3: Similar to proof of Lemma5.1

Pro of of Theorem 5.4: The following formula de nes L

k=[(HUEG " (2V$))] "
[# N k+1# A :(:l(( iO N ($| io))_
('t~ @ Y
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Note that j j = ( k?) andhencek = P j «j. It now follows by Lemma5.3.

Pro of of Theorem 5.5: Considerthe languagewhich cortains exactly those
( ;)2 Lk (de ned above) such that ;.; = ; + 1. Clearly, any monitoring
algorithm for L, would require (2 ¥) space.Now, the following formula de nes
this language:

«=[CHUEG " (:3))]A
[# A ot A0 (S 0)
(1™ (3! )

The sizeof this formulais ( klogk), and the largestconstart occurring in it
isk < j j. Onecanshow that k = ( j j=logj j), and the result follows.
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