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Abstract

Program execution traces can be so large in practical testing and monitoring appli-
cations that it would be very expensive, if not impossible,to store them for detailed
analysis. Monitoring execution traces without storing them, can be a nontrivial
matter for many speci�cation formalisms, becausecomplex formulae may require a
considerableamount of information about the past. Metric temporal logic (MTL) is
an extensionof propositional linear temporal logic with discrete-time-boundedtem-
poral operators. In MTL, onecan specify time limits within which certain temporal
properties must hold, thus making it very suitable to expressreal-time monitoring
requirements. In this paper, we present monitoring algorithms for checking times-
tamped execution traces against formulae in MTL or certain important sublogics
of it. We also present lower bounds for the monitoring problem, showing that the
presented algorithms are asymptotically optimal.

1 In tro duction

Runtime veri�c ation and monitoring havebeenproposedaslightweight formal
veri�cation methods [13] with the explicit goal of checking systemsagainst
their formal requirements while they execute.In mostmonitoring applications,
executiontracesareavailableonly incrementally and they aremuchlargerthan
the formulaeagainstwhich they arechecked. Storing an entire executiontrace
and then performing the formal analysisby having random accessto the trace
is very expensive and sometimeseven impossible. For example,the monitor
may lack resources,e.g., if it runs within an embeddedsystem,or the monitor
may be expected to react promptly when its requirements are violated, in
order for the systemto safely take a recovery or a shutdown action.

In this paper, we adopt the position that a monitoring algorithm does
not store execution traces, but rather consumesthe events as they are re-
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ceivedfrom the monitored program. The problemof checking executiontraces
against temporal speci�cations is known to have very simple and e�cien t al-
gorithms for several temporal logics, as shown for examplein [19], but most
of thesealgorithms assumethat the entire executiontrace is available before-
hand, so they violate the assumptionsfor a monitoring algorithm.

In this paper, we investigatemonitoring algorithms for the metric tempo-
ral logic (MTL) [1,15] and its sublogics.MTL is an extensionof propositional
linear temporal logic (LTL) that can refer to discrete-timed properties, and
its modelsare timestamped state-sequences,thus making it an appealing for-
malism for expressingmonitoring requirements in real-time systems.Besides
the propositional operators,MTL allows future and past time linear temporal
operatorswhich are boundedby discrete-time intervals. For example,� U[3;7] 
statesthat  shouldhold between3 and 7 time units from now, and until then
� shouldhold. Oneor both of the endsof an interval canbe 0 or 1 . LTL can
be seenasa specialcaseof MTL whereevery interval is [0; 1 ). As introduced
in [1], MTL also provides congruences that allow one to state that a formula
shouldhold periodically with respect to an absolutetime. We call theseabso-
lute congruencesand support them in our MTL speci�cations as well, but in
addition we introducea novel variant that we call relative congruence. Rela-
tiv econgruencesallow oneto refer to moments that occur periodically starting
with the current time.

We �rst present a generalMTL monitoring algorithm basedon the idea of
transforming the MTL formula as each time-stamped observation (or event,
for short) is received from the monitored program. The underlying principle
of the algorithm is \resolve the past and derive the future". By \resolving
the past" we mean that the MTL formula is transformed into an equivalent
formula with the property that it has no past time operator rooted subfor-
mulae which are not guardedby other temporal operators. By \deriving the
future" we mean that the MTL formula is transformed into a new MTL for-
mula with the property that the current formula holds beforeprocessingthe
newly received event if and only if the derived formula holds after process-
ing the event. We show that this MTL monitoring algorithm runs in space
O(m2m ) and takestime O(m323m ) for processingeach event, wherem equals
j� j plus the sum of all the numeric constants occurring in � , and � is � with
all the timing subscriptsdroped. The reader may note that although expo-
nential, thesebounds are independent of the sizeof execution trace which is
typically much larger than the formula being monitored We also show that
the algorithm hasbetter boundsfor certain sublogicsof MTL, including LTL.
In fact, the bounds for past and future time LTL match the previously best
known monitoring algorithms for theselogics[11,12]. Finally, we derive lower
boundsfor monitoring MTL and its sublogics,which show that our algorithm
is closeto optimal.
The proofs of all the claims have beenomitted in the interest of space,but
they can all be found in [21].
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Related Work. MTL was introducedin [1], whereits complexity of expres-
sivenessis investigated. MTL is just one amongsta variety of extensionsof
linear temporal logics for specifying real-time systems(see[2] for a survey).
Our idea of deriving an MTL formula with an observed event is an adapation
of the classicaltableaux construction for temporal logics [22,9], whereformu-
las in the current state represent constriants on the remainder of the input
trace and are systematically propogated from the current state to the next.
Drusinski [6] implements monitors for MTL formulae in his commercialTem-
poral Rover system, but the implementation and algorithmic details of this
implementation are not available.

Java PathExplorer (JPaX) [10] is a NASA runtime veri�cation systempro-
viding monitoring algorithms for past and future time LTL. MTL non-trivially
generalizesLTL, and the motivation for generalizingthe LTL monitoring al-
gorithms to MTL is clear- onewould often like to monitor not only qualitative
speci�cations such as those that can be expressedin LTL, but also quantita-
tive speci�cations that refer to timing constriants. The algorithms we present,
whenusedon LTL speci�cations, arease�cien t or moree�cien t than the cor-
responding specializedalgorithms in JPaX.

Eagle[4] is a �x-p oint basedlogic formalismdesignedaroundand for JPaX,
combining temporal aspects and data, thus allowing one to de�ne temporal
operators and support time. It is shown that Eagle is capable of de�ning
and implementing several �nite trace monitoring logics including the Metric
Temporal Logic [4]. In a recent and independent work, upper bounds of
O(m22m logm) for spacecomplexity and O(m422m log2m) for time complexity
have beenshown [3] for Eaglewhen specializedto future and past time LTL.
These are comparableto the bounds we establish for our MTL monitoring
algorithm when specializedto LTL.

The complexity of checking a path against temporal formulas has been
discussedin the context of \mo del-checking a path" in [19], but metric tem-
poral logic wasnot coveredthere. We describe a dynamic programmingbased
procedurein the style of [19], but arguethat it is not a monitoring procedure
becauseit has to store the entire execution trace. A tableaux based-simply
exponential method to detect \bad pre�xes" for a subsetof LTL formulae is
presented in [8]. We show that our general algorithm, when used on LTL
formulae, not only hasa better complexity than the algorithm in [8], but also
works on any LTL formula, including both future and past operators. Us-
ing alternating automata in monitoring is alsoan appealingapproach, started
with [7] for LTL, but it is not clear how easily it can be usedin the context
of timed sequencesof events.

2 Metric Temp oral Logic

In this section, we brie
y recap MTL; the reader is referred to [1] for more
details. Given a �nite set P of propositions, the set of MTL formulas is
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inductively de�ned as follows.

� := true j false j p j � 1 ^ � 2 j � 1 � � 2 j � I � j � 1UI � 2 j ��I � j � 1SI � 2

wherep 2 P, and I is oneof the following:
(1) An interval of the non-negative real line whoseleft and right end-points
are natural numbers or 1 . For a number n, the expression� I � n denotes
the interval f� y � n j y 2 I g \ [0; 1 ).
(2) A relative congruence expression� d c for integers d � 2 and c � 0.
y 2 � d c denotesy = c mod d, and � I � n the set f y j y = � c � n mod dg.
(3) An absolutecongruence expression= d c for integersd � 2 and c � 0. The
expressiony 2 = d c denotesy = c mod d and � I � n the set f y j y = c mod dg.

We useexclusive disjunction instead of negation to simplify certain tech-
nicalities in the Section3.

We assumethat the integer constants that occur in a formula are encoded
in binary format. Weinterpret MTL formulasover �nite timed statesequences.
A timed state sequence� = (� ; � ) is a pair consistingof a �nite sequence�
of states � i � P, and a �nite sequenceof real numbers � with j� j = j� j and
� i � � i +1 for each i . De�ne j� j = j� j. Intuitiv ely, a sequence� represents a
timed executionof a systemand is understood asfollows: at time � i the system
was observed to be in state � i . Let � [i; j ] denote � i � i +1 : : : � j , and similarly
for � [i; j ], and let � [i; j ] = (� [i; j ]; � [i; j ]). Given a timed state sequence� and
a position 1 � i � j� j, we de�ne what it meansfor (�; i ) to satisfy a formula
� , written (�; i ) � � , as follows:

(�; i ) � true is always true
(�; i ) � false is always false
(�; i ) � p i� p 2 � i

(�; i ) � � 1 ^ � 2 i� (�; i ) � � 1 and (�; i ) � � 2

(�; i ) � � 1 � � 2 i� exactly oneof (�; i ) � � 1 and (�; i ) � � 2 holds
(�; i ) � � I � i� i < j� j, (�; i + 1) � � , and � i +1 2 � i + I
(�; i ) � � 1UI � 2 i� (�; j ) � � 2 for somej � i with � j 2 � i + I and

(�; k) � � 1 for all i � k < j
(�; i ) � ��I � i� i > 1, (�; i � 1) � � , and � i � 1 2 � i � I
(�; i ) � � 1SI � 2 i� (�; j ) � � 2 for somej � i with � j 2 � i � I and

(�; k) � � 1 for all j < k � i

We write � � � as shorthand for (�; 1) � � . Note that intervals and relative
congruencesexpresstiming constraints relative to the \current" time, while
absolutecongruencesrefer to the absolute time. For example,at position i ,
� [m;n ]true holds if � i +1 � � i 2 [m; n], and � � d ctrue holds if � i +1 � � i = c mod d,
while � = d ctrue holds if � i +1 = c mod d. MTL as originally de�ned in [1]
contains only absolute congruencesas primitiv es, but we introduce relative
congruencessincethey naturally arise in many speci�cations. The following
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are someusefulabbreviations:

: � = true � � � 1 _ � 2 = � 1 � � 2 � (� 1 ^ � 2)
�

I � = true UI �
�

I � = :
�

I : �
�

�I � = true SI � � I � = :
�

�I : �

We write U for U[0;1 ) , U� m for U[0;m], U>m for U(m;1 ) , Um for U[m;m ], and
similarly for the other temporal operators. Note that the standard LTL falls
as a degeneratesublogic of MTL where only the interval [0; 1 ) is allowed,
which amounts to \ignoring" the timestampsin executiontraces.

Recursive de�nitions of satisfactiontypically lead to e�cien t dynamic pro-
gramming basedalgorithms for checking membership of a trace in the set of
traces de�ned by a formula [19]. An equivalent recursive de�nition of the
semantics above can be easilydevised:

(�; i ) � � 1UI � 2 i� 0 2 I and (�; i ) � � 2, or i < j� j and (�; i ) � � 1 and
(�; i + 1) � � 1UI 0� 2 whereI 0 = I � � i +1 + � i

(�; i ) � � 1SI � 2 i� 0 2 I and (�; i ) � � 2, or i > 1 and (�; i ) � � 1 and
(�; i � 1) � � 1SI 0� 2 whereI 0 = I � � i + � i � 1

An e�cien t dynamic programming algorithm for testing (�; i ) � � follows
naturally: allocate a table d of sizej� j � j� j � c of bits, wherec is the largest
integer constant occuring in � . The idea is that d(i; j; c) is 1 if and only if
(�; i ) satis�es the formula  that is obtained from the j th subformula of � by
substracting c from the interval at the root of the subformula (if any). By
carefully traversingthe table d, onecan�ll it in time linear on its size. See[19]
for related algorithms for other temporal logics. However, such an algorithm
is highly undesirablein the context of monitoring, becauseit not only requires
the entire trace to be stored, which is intolerable while monitoring very long
executions,but it also is not online in nature.

3 Monitoring MTL Form ulae over Finite Traces

In this section,we present our main monitoring algorithm for MTL.

3.1 Resolvingthe Past and Deriving the Future

We de�ne two mutually recursive formula transformations, one for past and
one for future. The transformation [�; i ]� resolvesall the top-level past-time
operators in � according to the events until the i th one in � , i.e. according
to the events observed so far. The resulting formula is an equivalent formula
that doesnot contain any unguardedpast-time operators, i.e. every top-level
temporal operator is a future-time operator (seeLemma 3.2). The transfor-
mation � f �; ig derivesthe formula � with respect to the i th event in � , sothat
the resulting formula holds after the event if and only if � holds before the
event (seeLemma 3.2).
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De�nition 3.1 Let � be a timed state sequence,and 1 � i � j� j. We de�ne

[�; i ]true = true [�; i ]false= false

[�; i ]p = p 2 � i [�; i ](� 1 ^ � 2) = ([�; i ]� 1) ^ ([�; i ]� 2)

[�; i ](� 1 � � 2) = ([�; i ]� 1) � ([�; i ]� 2) [�; i ]� I � = � I �

[�; i ](� 1UI � 2) = � 1UI � 2 [�; i ]��I � = if i = 1 or � i � 1 =2 � i � I

then falseelse[�; i ](� f �; i � 1g)

[�; i ](� 1SI � 2) =

0

@
if 0 2 I then [�; i ]� 2

elsefalse

1

A _

0

@
if i = 1 then false

else[�; i ](� 1 ^ (� 1SI 0� 2)f �; i � 1g)

1

A

whereI 0 = I � � i + � i � 1

truef �; ig = true falsef �; ig = false

pf �; ig = p 2 � i (� 1 ^ � 2)f �; ig = (� 1f �; ig) ^ (� 2f �; ig)

(� 1 � � 2)f �; ig = (� 1f �; ig) � (� 2f �; ig) (��I � )f �; ig = ([�; i ]��I � )f �; ig

(� 1SI � 2)f �; ig = ([�; i ](� 1SI � 2)) f �; ig

(� I � )f �; ig= if i = j� j or � i +1 =2 � i + I then falseelse�

(� 1UI � 2)f �; ig=

0

@
if 0 2 I then � 2f �; ig

elsefalse

1

A _

0

@
if i = j� j then false

else(� 1f �; ig ^ (� 1UI 0� 2))

1

A

whereI 0 = I � � i +1 + � i

From now on weadopt the convention that the operators[�; i ]� and �f �; ig bind
weaker than all the logicalconnectives. E.g., [�; i ]� 1SI � 2 denotes[�; i ](� 1SI � 2),
and � 1SI � 2f �; ig denotes(� 1SI � 2)f �; ig.

Let F (� ) be the setof all subformulaeof � that areeither rooted at a temporal
operator or are atomic propositions. Let F̂ (� ) be the set of formulas in F (� )
which have an occurrencein � that is not guarded by a temporal operator,
i.e. formulas in F (� ) that are at the \top-lev el". Let � denote the formula
obtained by dropping all the intervals in � (i.e., implicitly replacing every
interval with [0; 1 )). For instance, for � = p1UI (p2 ^ p3), we have F (� ) =
f p1; p2; p3; � g, F̂ (� ) = f � g, and � = p1U(p2 ^ p3). Let

F + (� ) = F (� ) [ f � 1UI 0� 2 j � 1UI � 2 2 F (� ); I 0 = I � n for someng
F � (� ) = F (� ) [ f � 1SI 0� 2 j � 1SI � 2 2 F (� ); I 0 = I � n for someng
F � (� ) = F + (� ) [ F � (� )
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The following lemma statescertain properties of the formula transformations
in De�nition 3.1, that we informally claimed earlier in this section.

Lemma 3.2 For a timed state sequence � and 1 � i � j� j,

(i) F ([�; i ]� ) � F + (� ). Further, if � is rooted at a past time temporal oper-
ator then F ([�; i ]� ) � F + (� ) n � .

(ii) Every formula in F̂ ([�; i ]� ) is rooted at a future time temporal operator.

(iii) (�; i ) � � if and only if (�; i ) � [�; i ]� .

(iv) F (� f �; ig) � F + (� ). Further, if � is rooted at a past time temporal
operator then F (� f �; ig) � F + (� ) n � .

(v) F (� f �; j� jg) is empty, i.e. � f �; j� jg is equivalent to true or false.

(vi) For i < j� j, (�; i ) � � if and only if (�; i + 1) � � f �; ig, and (�; j� j) � � if
and only if � f �; j� jg.

�

3.2 Canonical Forms

While transforming the MTL formulae after every event, it is crucial to keep
the sizeof the transformed formulae small. An important component of our
monitoring algorithm is a procedurewhich keepsformulae in a canonicalform
that is guaranteed not to grow larger than exponential in sizeof the original
formula. Moreover, the formula representations canbe updated alsoin simple
exponential time with the size of the original formula. As explained below,
the correctnessof this procedureis basedon a result by Hsiang[14], regarding
propositional calculusas a Boolean ring by reducing propositions to canoni-
cal forms consistingof exclusive disjunction of conjunctions. The encoding of
propositions that follows is specializedfor the particular operations required
by our main monitoring algorithm. Whether BDDs [5] or other more stan-
dard encodings, such as CNF or DNF, can also be viable possibilities in our
monitoring framework, aswell as the viceversa,namely whether our encoding
can outperform the others in somesituations, are de�nitely issuesdeserving
further investigation. However, for the time being we prefer the Booleanring
encoding presented next becauseit relieves us from dealing with negations
and, more importantly, it allows very simple and e�cien t implementations of
several propositional operations, including a non-trivial substitution.

Let P = f p1; p2; :::; pm g be a set of \parameters", and let Prop�^ (P) be
the setof �^ -canonical propositions over symbols in P [ f true; falseg. By �^ -
canonical it is meant canonicalmodulo the associativit y and commutativit y
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equationsof � and ^ , using the other equationsbelow as rewriting rules:

(1) (� 1 ^ � 2) ^ � 3 = � 1 ^ (� 2 ^ � 3) (2) � 1 ^ � 2 = � 2 ^ � 1

(3) � ^ true = � (4) � ^ � = �

(5) (� 1 � � 2) � � 3 = � 1 � (� 2 � � 3) (6) � 1 � � 2 = � 2 � � 1

(7) � � false= � (8) � � � = false

(9) (� 1 � � 2) ^ � 3 = (� 1 ^ � 3) � (� 2 ^ � 3)

Let E be the set of equationsabove. Since � and ^ are commutativ e and
associative, we can unambiguouslywrite expressionssuch as� 1 � : : : � � n and
� 1 ^ : : : ^ � n , or � n

i=1 � i and ^ n
i=1 � i , respectively. Due to the Church-Rosser

and termination of the AC-rewriting systemabove [14], it is not hard to see
that �^ -canonicalforms have unique forms � i 2 I ^ j 2 J i Cij , where

� Cij 2 P [ f true; falseg for all i 2 I and j 2 J i ;
� for each i 2 I , the elements Cij form a set, that is, Cij 6= Cik for j 6= k;
� the setsf Cij j j 2 Ji g also form a set;
� true 62f Cij j j 2 Ji g except when jJ i j = 1, and if this is the casethen i is

the only index in I with this property;
� false62f Cij j j 2 Ji g exceptwhen jJ i j = 1 and jI j = 1.

Notice that jI j � 2m and jJi j � m. Becauseof the above, onecan regard any
�^ -canonicalform asa set of setsof elements in P. In order for this to work,
we needto adopt the standard convention that ^ j 2; is true, and that � i 2; is
false.

We next describe how �^ -canonicalpropositions over parametersin P =
f p1; p2; :::; pm g can be encoded on 2m bits, and also how several commonop-
erations on propositions encoded this way can be performede�cien tly. Since
�^ -canonicalpropositions can be seenas setsof setsof at most m elements,
we start by encoding each subsetP of P by a sequenceof m bits b with the
property that b[j ] = 1 if and only if pj 2 P. Now each b corresponds to a
number between0 and 2m� 1, which allows us to assignexactly 2m bits to any
�^ -canonicalproposition � ; the idea being that the i th bit is 1 if and only if
the set corresponding to the binary m-bit representation of i corresponds to
one of the conjuncts of � . A sequenceof 2m zerosencodesthe formula false;
if � is of the form true � � 0, then the bit corresponding to i = 0 in the 2m -bit
representation of � is 1. In particular, the proposition true is encoded as 1,
regardedas a 2m -bit number.

Let us next de�ne corresponding bitwise transformations for the various
operations on �^ -canonicalpropositions. From now, due to the one-to-one
correspondence,we make no distinction betweena �^ -canonicalproposition
and its binary representation. Therefore, in particular, we say � [i ] = 1 if and
only if � contains the conjunct formed with the corresponding propositions in
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the binary representation of i .
Exclusivedisjunction.For �^ -canonicalpropositions � and  , the binary rep-
resentation of the canonical form of � �  , is nothing but the bitwise xor
operation applied to the binary representations of � and  . Indeed, each bit
in the binary representation corresponds to a set of propositions forming a
corresponding conjunct, and by equations (8) and (7), the sameset cannot
appear twicein a normal form. This simpleproceduretakestime O(m2m ), be-
causeonealsoneedsto increment the m-bit counter traversingthe two 2m -bit
sequences.
Conjunction.For �^ -canonicalpropositions � and  , we claim that the fol-
lowing O(m22m ) procedure calculates the binary representation of the �^ -
canonicalform of their conjunction in � :

� = 0
for i; j = 0 to 2m � 1

k = binary(i ) or binary(j )
� [k] = � [k] xor (� [i ] and  [j ])

The operators or , xor and and above are bitwise,and binary(i ) is the binary
representation of i . If i and j are already in binary representation then the
increments of the for loop, and the calculation of k and � [k], take time O(m).
To keepthe notation simple, we ambiguously let � ^  alsodenotethe 2m -bit
� calculatedby the procedureabove.
Other booleanoperators. One can de�ne other booleanoperationsaswell. For
example,: � can be calculated in constant time, by xor -ing the �rst bit of �
(the onecorresponding to true) with 1. Similarly, � ^ pk , for somepk 2 P, can
be calculatedlike in the generalconjunction � ^  , but with the optimization
that since j = 2k is the only bit in  that is a 1, the conjunction can be
computed in time O(m2m ). Finally, sincestandard disjunction � _  reduces
to � �  � (� ^  ), it can be computed in time O(m22m ).
Substitution.A very frequent operation on propositions that we will use, is
that of applying a substitution. More precisely, suppose that T: [1; m] !
[0; 2m � 1] is a map assigningto parameterspj 2 P, abstracted by their in-
dex, a �^ -canonicalproposition in binary representation. Now given another
�^ -canonicalproposition in binary representation, say � , the problem is to
e�cien tly calculatethe proposition obtainedby the substitution givenby T to
the formula � , after putting it in �^ -canonicalform. The following code run-
ning in time O(m223m ) calculatesthe binary representation of this proposition
in � :

� = 0
for i = 1 to 2m � 1

if � [i ] then 
 = 1 (as a 2m -bit number)
for j = 1 to m

if binary(i )[j ] then 
 = 
 ^ T[j ]
� = � � 
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1 monitor(�; � )
2 allocateR[1: : : m]; D[1: : : m]
3 for i = 1 to j� j do
4 for j = 1 to m do R[j ] = resolve(formula(j ); R; D; �; i )
5 for j = 1 to m do D[j ] = derive(formula(j ); R; D; �; i )
6 � = subst(�; D)
7 if � = falseor � = true then break
8 return �
9 endmonitor

Fig. 1. The MTL monitoring algorithm over �nite timed state sequences.

The outer loop and conditional traverseall conjuncts of � ; then the inner
loop and conditional traverseall the propositionsoccurring in a conjunct, and
apply them the substitution incrementally, propagatingthe � bottom-up, due
to the distributivit y rule (9). Finally, the newly obtained proposition 
 which
is in �^ -canonicalform, needsto be mergedwith the already existing similar
propositionsobtainedfor di�eren t i . Let subst(�; T) be the � calculatedabove.

All the above allow us to state the following important result:

Theorem 3.3 �^ -canonical propositionsoverparametersin P = f p1; p2; :::; pm g
can be stored in space 2m such that the operations of exclusivedisjunction,
conjunction and substitution, run in time O(m2m ), O(m22m ) and O(m223m ),
respectively.

�

3.3 Monitoring MTL Formulas

The MTL monitoring algorithm canbe now relatively easilyde�ned, following
the mutually recursive formula transformation relations in De�nition 3.1, and
taking advantageof the 2m -bit representations of propositionsin �^ -canonical
forms and the e�cien t implementation of basicpropositional operations. Our
algorithm is essentially a dynamic programming algorithm that implements
the recursive relations in De�nition 3.1.

Givena formula � in �^ -canonicalform, which onecanaccomplisho�-line,
usinga procedurelike Hsiang's[14], let m = jF � (� )j. Note that m � j� j + � � ,
where� � is the sumof all the numeric constants associated to each occurrence
of UI and SI in � as follows: if I = [m; n] then n; if I = [m; 1 ] then m; if
I = � d c then d; 0 otherwise. For each  2 F � (� ) assigna unique integer
1 � index( ) � m s.t. whenever  1 2 F � ( 2) then index( 1) � index( 2). For
1 � i � m let formula(i ) return  such that index( ) = i .

Figure 1 shows the pseudocode of the main monitoring algorithm. This
procedurealways keepsthe formulas that it handlesin 2m -bit canonicalform.
Thesecanonical forms will be over parametersF � (� ) = f  1; : : : ;  mg where
index( i ) = i , and are encoded as described in Subsection3.2. Note that the
initial 2m -bit representation of � can be calculated in time O(m2m ).

10
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resolve(�; R; D; �; i )
case� of

p :  = p 2 � i

��I � 1 : if i = 1 or � i � 1 =2 � i � I then  = false
else = subst(subst(� 1; D); R)

� 1SI � 2 : if 0 2 I then  2 = subst(� 2; R) else 2 = false
if i = 1 then  1 = false
elseI 0 = I � � i + � i � 1

 1 = subst(� 1; R) ^ subst(D[index(� 1SI 0� 2)]; R)
 =  1 _  2

� I � 1; � 1UI � 2 :  = �
return  

endresolve

derive(�; R; D; �; i )
case� of

p :  = p 2 � i

� I � 1 : if i = j� j or � i +1 =2 � i + I then  = falseelse = � 1

� 1UI � 2 : if 0 2 I then  1 = subst(� 2; D) else 1 = false
if i = j� j then  2 = false
elseI 0 = I � � i +1 + � i

 2 = subst(� 1; D) ^ � 1UI 0� 2

 =  1 _  2

��I � 1; � 1SI � 2 :  =subst(R[index(� )]; D)
return  

endderive

Fig. 2. Resolving the past and deriving the future.

The monitoring proceduremaintains two arrays, R and D, each of length
m, which are updated by the loop in line 3, each time the next element in
the observed timed sequence� is available. If formula(j ) =  then after the
i th iteration R[j ] will be [�; i ] and D[j ] will be  f �; ig. Further, R[j ] and
D[j ] are kept in canonical form. We note that it is possibleto usethe same
parameterset f  1; : : : ;  m g for encoding the canonicalrepresentation of R[j ]
and D[j ] becauseas a consequenceof Lemma 3.2 F (D[j ]); F (R[j ]) � F � (� ).
The arrays R and D are computed using two mutually recursive procedures
- resolveand derive - shown in Figure 2. These follow De�nition 3.1 and
henceare self explanatory. Note that the computation of R in the current
iteration usesD from the previousiteration, and the computation of D is the
current iteration usesR from the current iteration. Thus, in each iteration R
is updated beforeD.

Theorem 3.4 The procedure monitor(�; � ) returns true i� � � � . It takes

11
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space O(m2m ) and time O(j� jm323m ), where m = jF � (� )j � j� j + � � .
�

We end this sectionwith a coupleof observations. First, note that in the
i th iteration the monitoring procedureonly access� i � 1; � i and � i +1 , and thus
we neednot store the entire timed sequenceobserved. Second,the spacere-
quirement of the procedurecan be further optimized by having entries in R
for only those  2 F � (� ) that are rooted at past time operators. This is be-
causethe entries in R for atomic propositionscoincidewith the corresponding
entries in D, and the entries for  rooted at future time operators contain  
itself.

4 Stronger Performance Results for Sublogics of MTL

A more re�ned performanceanalysisof the monitoring algorithm for certain
sublogicsof MTL shows that the algorithm hasmuch better performanceover
thesesublogicsin comparisonto entire MTL. We considertwo such sublogics
- MTL with only past time operators, and LTL.

4.1 MTL with Only Past Time Operators

A large classof safety properties, often calledcanonical safety[18] properties,
can be expressedcompactly and naturally asa past time formula � which has
to hold at every moment in an execution trace. In MTL, this is the sameas
checking for

�

� (
�

[0;1 ) � ). Such properties can be monitored very e�cien tly:

Theorem 4.1 Suppose� is an MTL formula with only past time operators.
Then monitor(

�

�; � ) takestime O(j� jm) andspaceO(m), wherem = jF � (� )j.
�

The readercancheck that monitoring MTL with only future time operators
has the samecomplexity as MTL with both future and past time operators.

4.2 Linear Temporal Logics

The monitoring algorithm for MTL can be specializedto obtain an algorithm
for LTL. Recall that LTL formulascanbe seenasMTL formulaswith only in-
tervals of form [0; 1 ); although LTL formulas are interpreted over (untimed)
state sequences.The monitoring algorithm canbe specializedby simply drop-
ping all referencesto time in the resolve and derive procedures.

As corollaries to Theorems3.4 and 4.1 we get that LTL with both past
and future time operators can be monitored in time O(j� jj � j323j� j) and space
O(j� j2j � j) (note that � = � ), while LTL with only past time operators can be
monitored in time O(j� jj � j) and spaceO(j� j). Indeed monitoring algorithms
with the samecomplexity bounds are known for LTL with only future time
operators [11] and LTL with only past time operators [12]. But the algorithm
for LTL with both past and future time operators seemsto be novel.

12
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5 Exp onential Lower Bounds for Space

We now derive somespacelower bound results which show that the our mon-
itoring algorithm for MTL and its sublogicsis closeto optimal.

5.1 Lower Bounds for MTL

Considera monitoring scenariowith only oneproposition and henceonly two
states,say 0 and 1. For natural numbersk; n de�ne the following languageof
�nite timed sequences� = (� ; � ):

L k;n = f � j � 1 = : : : = � k ; � i + k = � i + 1; 9l s.t. j� j = lkn; and
9i < l s.t. � [(i � 1)kn + 1; ik n] = � [(l � 1)kn + 1; lkn]g

L k;n contains only thosetimed sequenceswhoselength is a multiple of kn, and
where time increasesby one every k steps. Further, if the underlying state
sequenceis w1 : : : wm , whereeach wi is of length kn, then wm = wi for some
i < m.

Lemma 5.1 Any monitoring algorithm for L k;n requiresspace 
(2 kn ).
�

Now, we give an MTL formula � k;n that de�nes the languageL k;n . The
following 'macros' will be useful for this purpose.

tick = � 1true end= :� true

startcell = � k� 1
0 true lastword = :

�

n true

where we write � k� 1
0 for a sequenceof � 0 operators of length k � 1. The

predicate tick is true at a position if the time in the next position is exactly
onemorethan the time in the current position, while endholdsonly at the last
position in a timed sequence.The predicate startcell holds at a position only
if the time doesnot advancein the next k � 1 steps,while lastword holds at a
position if the time in all the subsequent positions is at most n � 1 units more
than the time at the current position. The idea is that, sincewe are interested
in the timed sequenceswheretime increasesonly every k positions,startcell is
true at positions that are onemore than a multiple of k. In addition, sincewe
are interested in sequenceswhoselength is a multiple of kn, lastword is true
only in the last kn positions. De�ne

� k;n =  1
k;n ^  2

k;n ^  3
k;n

where i
k;n are de�ned as follows.

 1
k;n = � k� 1

0 (tick _ end) ^
�

(tick ! � 1� k� 1
0 (tick _ end))

The predicate above expressesthe condition that � 1 = : : : = � k and � i + k =
� i + 1.

 2
k;n =

�

� n 0
�

n� 1true

13
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The predicate  2
k;n in conjunction with  1

k;n expressesthe condition that the
length of the timed sequenceis a multiple of kn.

 3
k;n =

�

� n 0(: lastword ^ startcell ^
�

[0;n � 1](startcell !
^ k

i=1 (� i � 1
0 0 !

�

� n 0(lastword ^ startcell ^ � i � 1
0 0) ^

� i � 1
0 1 !

�

� n 0(lastword ^ startcell ^ � i � 1
0 1))))

The predicate  3
k;n in conjunction with  1

k;n and  2
k;n enforcesthe additional

condition that � [(l � 1)kn + 1; lkn] = � [(i � 1)kn + 1; ik n] for somei < l.
Note the critical useof relative congruencesin the above predicatesinsteadof
absolutecongruences.

Theorem 5.2 Let A be any monitoring algorithm for MTL.

(i) There is a formula  , to monitor which A requires space 
(2 �c
p

j j),
where c is the largestconstant occurring in  , and � is a �xed constant.

(ii) There is a formula  , to monitor which A requires space 
(2 2� j  j
) for a

�xed constant � .
�

In the formula  of Theorem 5.2.1, let c be as in the statement. Then we
have for c > 1

c
q

j j �
q

(c + 1)j j �
q

j j + �  

using the fact that �  � cj j.
Finally, note that since� k;n contains only future time operators, the lower

boundsestablishedabove alsoapply to MTL with only future time operators.

5.2 Lower Bounds for MTL with Intervals Only

We prove lower bounds for sublogicsof MTL with no congruences(absolute
or relative). We �rst prove a lower bound for MTL with only intervals of form
[0; 1 ). Note that this will alsogive us a lower bound for LTL.

Consider a monitoring framework with only two atomic predicates and
therefore only four possiblestates, say 0, 1, # and $. For a natural number
k, de�ne L k to be the set of all timed sequences(� ; � ) such that

� 2 f � # w# � 0$w� 00j w 2 f 0; 1gk and � ; � 0; � 002 f 0; 1; # g� g

A similar languagewas previously used in several works [16,17,20] to prove
lower bounds in model checking and in monitoring extendedregular expres-
sions.

Lemma 5.3 Any monitoring algorithm for L k requiresspace 
(2 k).
�

Theorem 5.4 Let A be any monitoring algorithm for MTL with only inter-
vals of form [0; 1 ). There is a formula � , to monitor which A requiresspace


(2 �
p

j � j) for a �xed constant � .
�

14
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This lower bound can be improved for the sublogicof MTL with arbitrary
intervals. Using the arguments similar to that in proof of Lemma 5.1, we can
easilyshow that any monitoring algorithm would require space
( n) to mon-
itor the formula p $ (: (

�

n true) _ (
�

nq)). Thus, in generalany monitoring
algorithm would require space
(2 �� ) to monitor a formula � . The above
happenedbecause� contains a constant that is exponentially larger than j� j.
The following shows that even if the largest constant occurring in a formula
is much smaller than the sizeof the formula, any monitor would still needan
exponential space.

Theorem 5.5 SupposeA is a monitoring algorithm for MTL with arbitrary
intervals. There is a formula � suchthat the largestconstant occurring in it is
smaller than j� j and A requiresspace 
(2 � j� j= log j� j), for a �xed constant � .

�

6 Conclusion and Future Work

A generalmonitoring algorithm for requirements expressedin metric tempo-
ral logic (MTL) has beenpresented, together with instantiations for various
sublogicsof MTL. It wasshown that the algorithm is exponential in the num-
ber of temporal operators and atomic predicates,and in the sum of numeric
constants in the original MTL formula, and also that the exponential bound
cannot be avoided even for simple sublogicsof MTL. The number of propo-
sitional operators, which often take most of the size of a speci�cation, does
not a�ect the complexity of our algorithms. SinceMTL is an expressive and
powerful logic for monitoring requirements, the presented novel and closeto
optimal algorithms can be used in practical runtime veri�cation and testing
tools, such as JPaX [10].
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A App endix

Pro of of Lemma 3.2: We start with a few de�nitions. De�ne � 1 � � 2 if

� F (� 1) � F (� 2), and
� F (� 1) = F (� 2) implies j� 1j � j� 2j.

De�ne � 1 ' � 2 if � 1 � � 2 and � 2 � � 1, and � 1 � � 2 if � 1 � � 2 and � 1 6' � 2.
Note that the relation � is well-founded.

We prove all the six statements simultaneously by nestedinduction. The
outer induction is on i , while the inner one is a Noetherian induction on the
relation � over formulas. For the outer induction, the basecaseis wheni = 1.
The arguments for the nestedinduction within this basecaseare similar to
(and simpler than) thosethat arisewithin the induction step, and sowe leave
them to the reader. For the induction step, assumethat all the six statements
are true whenever i < k (the outer induction hypothesis). We have to show
that they are true for i = k. We now do a nestedinduction on � . The base
casefor this is when � = true or � = false, and theseare easyto check. For
the induction step, we may assumethat the six statements are true for all
i � k and  � � (the inner induction hypothesis). We now considereach
statement in turn.
1. We consider the case� = � 1SI � 2 and 0 2 I and i > 1; the others are
simpler.

[�; k]� 1SI � 2 = [�; k](� 2 _ (� 1 ^ (� 1SI 0� 2)f �; k � 1g))
where I 0 = I � � k + � k� 1. Let  = � 2 _ (� 1 ^ (� 1SI 0� 2)f �; k � 1g). Then
F ([�; k]� ) = F ([�; k] ). From the outer induction hypothesis for statement
4, we have F (� 1SI 0� 2f �; k � 1g) � F + (� 1SI 0� 2) n � 1SI 0� 2 = F + (� ) n � . Then
it follows that F ( ) � F (� ), and hence � � . Then by inner induction hy-
pothesisfor statement 1, we have F ([�; k] ) � F + ( ) = F + (� 1) [ F + (� 2) [

17
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F + (� 1SI 0� 2f �; ig) = F + (� ) n � , and the desiredresult follows.

2. The argument is similar to 1.

3. We again only consider the case� = � 1SI � 2 and 0 2 I and i > 1; the
others are simpler. Let  and I 0 be as in 1. Then

(�; k) � � 1SI � 2 i� (�; k) � � 2, or (�; k) � � 1 and (�; k � 1) � � 1SI 0� 2

i� (�; k) � � 2, or (�; k) � � 1 and (�; k) � (� 1SI 0� 2)f �; k � 1g)
(using outer induction hypothesisfor statement 6)

i� (�; k) � � 2 _ (� 1 ^ (� 1SI 0� 2)f �; k � 1g)
i.e. (�; k) �  

From the argument in 1,  � � . Then by inner induction hypothesis for
statement 3 we have (�; k) �  i� (�; k) � [�; k] , which givesus the desired
result.

4. We consideronly k < j� j, of which we again consideronly two subcases.

� � = � 1UI � 2: Let 0 2 I . Then

� 1UI � 2f �; kg = � 2f �; kg _ (� 1f �; kg ^ (� 1UI 0� 2))

where I 0 = I � � i +1 + � i . Let  = � 2f �; kg _ (� 1f �; kg ^ (� 1UI 0� 2)). Then
F (� f �; kg) = F ( ). Clearly, for i = 1; 2 we have F (� i ) � F (� ) and hence
� i � � . Then by the inner induction hypothesisfor statement 4, we have
F (� i f �; kg) � F + (� i ) � F + (� ). Also, F + (� 1UI 0� 2) � F + (� 1UI � 2). Then
F ( ) � F + (� ), and the desiredresult follows.

� � = ��I � 1: Let � = [�; k]� . We have F (� f �; kg) = F (� f �; kg). From 1 we
have F (� ) � F + (� ) n � . Then F (� ) � F (� ) and hence� � � . Then by
inner induction hypothesisfor statement 4 we have F (� f �; kg) � F + (� ) �
F + (� ) n � , from which the result follows.

5. The argument is similar to 4.

6. We consideronly k < j� j, of which we again consideronly two subcases.

� � = � 1UI � 2 and 0 2 I : Let I 0 = I � � k+1 + � k . Then

(�; k) � � i� (�; k) � � 2, or (�; k) � � 1 and (�; k + 1) � � 1UI 0� 2

Now, clearly for i = 1; 2 we have F (� i ) � F (� ) and hence� i � � . Then
using the inner induction hypothesisfor statement 6 we have

(�; k) � � i� (�; k + 1) � � 2f �; kg, or (�; k + 1) � � 1f �; kg and
(�; k + 1) � � 1UI 0� 2

i� (�; k + 1) � � 2f �; kg _ (� 1f �; kg ^ � 1UI 0� 2)
� � = ��I � 1: Let � be as in 4. Then from 3 we have (�; k) � � i� (�; k) � � .

From the argument in 4 we have that � � � . Then by the inner hypothesis
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for statement 6, (�; k) � � i� (�; k + 1) � � f �; kg, and the result follows.
�

Pro of of Theorem 3.4: Since the pseudocode of Figures 2 and 1 closely
followsDe�nition 3.1, it is clear that the monitoring procedureis correct. The
memory required by the monitoring procedureabove is the memory to store
R and D, that is, O(m2m ). With respect to time complexity, monitor(�; � )
calls m times the proceduresresolve and derive at steps 4 and 5, which
take longer than calculating the substitution at step 6. Each of the proce-
dures resolve and derive make one, two, or three calls to the substitution
procedure,so each call to them takesO(m223m ). Thus, the time complexity
of monitor(�; � ) is O(j� jm323m ).

�

Pro of of Theorem 4.1: We have index (
�

� 0) = m. By Lemma3.2, we have
that R[i ] is either true or false for i < m and R[m] =

�

� 0. Similarly, D[i ]
is true or false for i < m and D[m] is either false or

�

� 0. The monitoring
procedurecanbe easilymodi�ed to not have entries R[m] and D[m]. Onecan
check that the procedurethus modi�ed takestime O(j� jm) and spaceO(m).

�

Pro of of Lemma 5.1: The proof is by contradiction. De�ne an equivalence
relation � on timed sequenceswhoselength is a multiple of kn, as follows:

� 1 � � 2 if f � 1[(i � 1)kn+1; ik n] j ik n � j� 1jg = f � 2[(j � 1)kn+1; j kn] j j kn � j� 2jg

Note that there are 22k n
equivalenceclasses.Supposethere is a monitoring

algorithm A that usesspacelessthan 2kn . Then by the pigeonhole principle
there are two timed sequences� 1 6� � 2 s.t. the memory of A is the sameafter
reading � 1 and � 2. Since� 1 6� � 2 there is a w s.t. w 2 f � 1[(i � 1)kn + 1; ik n]g
and w =2 f � 2[(j � 1)kn + 1; j kn]g. But A givesthe sameanswer on � 1:w and
� 2:w.

�

Pro of of Theorem 5.2:

(i) Take  = � k;n . We have j� k;n j = �( k2), and the largest constant in � k;n

is n. By Lemma 5.1, A requires
(2 kn ) space,and the result follows.

(ii) Take  = � 1;n . We have j� 1;n j = �(log n). By Lemma 5.1, A requires

(2 n) space,and the result follows.

�

Pro of of Lemma 5.3: Similar to proof of Lemma 5.1.
�

Pro of of Theorem 5.4: The following formula de�nes L k

� k = [(: $) U ($ ^ �
�

(: $))] ^
�

[# ^ � k+1 # ^
V k

i=1 (( � i 0 ^
�

($ ! � i 0)) _

(� i 1 ^
�

($ ! � i 1)))]:
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Note that j� k j = �( k2) and hencek =
p

j� k j. It now follows by Lemma5.3.
�

Pro of of Theorem 5.5: Considerthe languagewhich contains exactly those
(� ; � ) 2 L k (de�ned above) such that � i +1 = � i + 1. Clearly, any monitoring
algorithm for L k would require
(2 k) space.Now, the following formula de�nes
this language:

� k = [(: $) U ($ ^ �
�

(: $))] ^
�

[# ^
�

k+1 # ^
V k

i=1 ((
�

i 0 ^
�

($ !
�

i 0)) _

(
�

i 1 ^
�

($ !
�

i 1)))]:

The sizeof this formula is �( k logk), and the largest constant occurring in it
is k < j� k j. One can show that k = �( j� j=logj� j), and the result follows.

�
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