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Abstract. Some of the reasonsfor unsatisfactory performance of to-
day's seard enginesare their certralized approach to web crawling and
lack of explicit support from web servers. We proposea modi cation to
convertional crawling in which a searh engine uploads simple agerts,
called crawlets, to web sites. A crawlet crawls pages at a site locally
and sendsa compact summary back to the seart engine. This not only
reduces bandwidth requirements and network latencies, but also paral-
lelizes crawling. Crawlets also provide an e ectiv e means for achieving
the performance gains of personalizedweb servers, and can make up for
the lack of cooperation from convertional web servers. The specialized
nature of crawlets allows simple solutions to security and resource con-
trol problems, and reduces software requirements at participating web
sites. In fact, we proposean implementation that requires no changesto
web servers, but only the installation of a few (active) web pagesat host
sites.

1 Intro duction

Web seard enginesare being widely usedfor searting information on the web.
Although they provide a valuable service, experiments have shown that their
performanceis far from satisfactory [11]. Most seart enginescover only a small
fraction of the web, and the meantime betweenthe modi cation (or creation)
of a pageand the time it is re-indexed by a seard engineis seweral weekslong.
This under-performanceis largely due to the certralized nature of seard en-
gine design,and the lack of cooperation betweenseart enginesand web seners.
Today's seart enginescrawl hundreds of millions of web pagesacrossthe net-
work, all from one place (or at most from a handful of sites), generating one
network transaction per page. This approadc doesnot scalewell. Further, most
of the current web serers do not distinguish crawler requestsfrom regular re-
quests, despite the fact that there is a variety of site-speci ¢ information that
can be madeavailable to signi cantly improve the performanceof seart engines
[2]. Giventhe scaleof the web, any solution to theseproblemsthat requiresmod-
i cations to web seners or excessie support from web sites, such as signi cant
software installations, would be impractical. As usual, by a web server we mean
senerssuc as Apache and 11S (Internet Information Service)that sene HTTP



requests,and by a web site we mean the systemincluding the machine and the
software platform on which a web sener is executed.

We proposea solution that usesmobile agert technology to modify the way
convertional seard enginescrawl the web. Our approac is not only scalable
but also achievesthe performancegains of web senersthat export site specic
information. It requiresminimal modi cation to the seard engines,and just the
installation of a few active web pages(e.g. CGl programs or ASPs) at partic-
ipating web sites. The specialized nature of our agerts o ers simple solutions
for securing both web sites and agerts against malicious attacks. Our solution
doesnot assumeunanimous cooperation from all web sites, instead provides the
exibilit y of varying degreesof cooperation from web sites, and seamlesslyin-
tegrates corvertional crawling of non-cooperating sites. We will also argue that
there are strong incertiv esfor certain typesof web sitesto support our scheme.

The layout of the rest of this paper is as follows. In Sect.2, we take a closer
look at the design of corventional seart enginesand discussthe problems in
greater detail. In Sect.3, we discusssome of the solutions that have been pro-
posedto alleviate these problems, and identify their de ciencies. In Sect.4, we
presen an overview of our solution, and discusshow it achievesour goal without
intro ducing any new problems. In Sect.5,6 and 7 we describe its details, and in
Sect.8,we presen experimental results that demonstratethe performancegains.
We concludethe paper in Sect.9.

2 A Critical Analysis of Conventional Search Engine
Design

The architecture of convertional seard enginesroughly consistsof three com-
ponerts - a crawler, an indexer, and a searder. The crawler starts with a set of
seedURLs and repeatedly downloads pages,extracts hyperlinks from the pages,
and crawls the extracted links. Sinceweb pagesmay change, the crawler revis-
its previously crawled pagesoncein a while. The crawled pagesare stored in a
repository which is accessedy the other componerts. The indexer parsesead
downloaded pageto generate compact summaries, and constructs indices that
map individual words to the page summariesthey occur in. The searder uses
theseindicesto respond to seard queriesfrom users.

We identify someproblems with the crawler componert that a ect the per-
formance of seart engines.

Centralized Arc hitecture : The crawling strategy is highly certralized and
doesnot scalewell. Usually, an HTTP requestand reply are generatedfor every
page downloaded by the crawler. Each of these requestsand replies requires a
separateTCP connection. Given that the webtoday haswell over 1 billion pub-
licly indexable pages[11], the latency involved in establishingthese connections
quickly adds up. Further, the estimated amourt of data in all the web pagesis
of the order of tens of terabytes and continuesto grow. Since a seart engine
has to frequertly re-crawl web pagesto accourt for any changes,the network



bandwidth required is tremendous. Moreover, all the downloaded pagesare pro-
cessedocally to generate page summaries,which requires a lot of storage and
processingpower.

It is possibleto meettheseformidable challengesby using extra hardware. In
fact, Google usesmultiple crawlers to open hundreds of concurrert connections
with web senersand downloads hundreds of kilobytes of data per second[13]. It
usesthousandsof networked PCs to processthe downloaded pages.The problem
with this approac is the accomparying hardware and software maintenancecost,
including failures, power consumption, and hardware and software upgrades.

Inaccurate scheduling policies: Dierent web pageshave di erent rates
of change, extent and types of change, and relative importance. Since a seard
enginehasonly a nite amournt of computational resourcesdi erent strategiesto
revisit pagesmay result in di erent levels of freshnessand importance of results
it returns for seard queries. The reader is referred to [4] for a good discussion
on this problem.

Sewral scheduling strategies for crawling have been proposedin the recert
past. In [5], the authors propose URL ordering schemesbased on certain im-
portance metrics for pages,that can be usedto refetch important pagesmore
frequertly. The scheduling algorithm presened in [3] partitions pagesaccording
to their popularity and rate of change,and allocatesresourcesto ead partition
using a custom strategy. The main drawbadk of these approachesis that they
either do not accourt for or make unreasonableapproximations of signi cant pa-
rameterssud asfrequencyand type of pagechanges.For instance, the algorithm
in [3] approximates page changesas memorylessPoissonprocesseshut a large
classof pagessuch asthose of newspapers and magazineschange on a periodic
sthedule which is not Poisson.Bad estimation of theseadditional parametersin-
creaseghe probability that a crawler fetchesa pagethat hasnot changedsince
its last visit. Indeed, experimertal data [2] shaw that almost 50-60%o0f revisits
by a naive crawler may be unnecessaryln summary, the parametersrequired for
e cien t scheduling policies have a very broad range and are highly dependen
on the pagesbeing crawled and the web sites that host them. Given the variety
of pagesand sites, it is di cult to predict thesequartities accurately.

Incomplete and Unnecessary Crawling : Due to resource constraints
seart enginescrawl most web sites only to a certain depth. This cortributes to
incompletenessof crawling. Moreover, not all pagesfetched by a seart engine
may be relevant. This is especially true for special purposeseard engines,suc
asthe media-speci ¢ engineswhich only look for speci ¢ typesof documerts (e.qg.
GIF or MP3 les). The only way a corvertional crawler can discover these les
is by nding links to them from other HTML documerts it crawls. Obviously,
fetching these additional pagesis a costly overhead.

3 Related Work

The lack of customized interaction between web seners and seard enginesis
addressedin [2]. The authors suggestmodi cations to the interaction protocol



sothat web senerscan export meta-data archivesdescribingtheir content. This
information can be usedby seart enginesto improve their crawling e ciency .
The main drawback of this approac is that it requiresmodi cations to the web
seners. The enormity of the number of web seners raisessomeseriousconcerns
about the deployment of such changes.Furthur, all the seart enginesand web
seners have to agreeon the syntax and semartics of languagesusedto describe
the meta-data.

In [9], as an alternativ e to the certralized architecture of seard engines,a
push model is proposedin which individual web sites monitor changesto their
local pagesand actively propagate them to seart engines.A simple algorithm
is usedto batch multiple updatesinto cumulativ e pushes.This reducesthe load
on seard enginesby distributing it amongstseweral web sites. However, it intro-
ducesa new challenge,namely the task of coordinating the pushesfrom millions
of web sites. Bad coordination could result in too many simultaneous pushesto
the seard engine. Further, mecanismsto control excessie pushesfrom over-
zealousand non-cooperating web sites have to be devised. This would require
extensive infrastructure, and co-ordination that involvestoo many principals.

The Harvest project [1] is another promising proposalfor a distributed infras-
tructure for indexing and searting information on the web. The Harvest system
provides an integrated set of tools to gather, index, seard, cache and replicate
information acrossthe Internet. The distributed nature of information gather-
ing, indexing and retrieval makes Harvest very e cien t and scalable. Howewer,
as in the caseof push model, the main drawbad of this systemiis that it re-
quires extensive software installations and agreedstandards acrossthe Internet.
For instance, multiple sites have to agreeto host Harvest system componerts
that cooperate with ead other. In our opinion, such schemesare up against an
enormousinertia.

4 Our Approac h: Dispatc hing Crawlets to Web Sites

The basicidea behind our approad is quite simple (seeFig.1). Instead of crawl-
ing pagesat a web site acrossthe network the seard engine uploads an agert,
called the crawlet, to the site. The crawlet crawls pagesat the site locally and
sendsbadk the results in a custom format.

Web Pages

Search Engine
(1) Upload Crawlet

(3) Pre-processed
Pages

(2) Local
Crawling

Web Site

Fig. 1. A distributed approach to web crawling.



Using crawlets has a number of advantages. Typically, only one network
transaction is required for crawling an ertire web site, thus avoiding the la-
tency in establishing a separate connection per page. Moreover, downloading
large collections of compressedpages per transaction would result in signi -
cant bandwidth savings. Furthur, the crawlet may sendbadk pre-processedpage
summariesinstead of raw pages,further reducing bandwidth requiremerts. This
also helps shift computational load from seard enginesto web sites with su -
cient resources.Given the fact that there are about 3 million publicly indexable
web seners[11], shifting small loadsto many sererswould cumulativ ely reduce
signi cant computational load at the seard engine. Also, since the seard en-
gine can upload crawlets parallely to seweral web sites and receiwe the results
asyndironously the crawling time is reduced by seweral orders of magnitude.
All these savings would translate to reduced hardware requiremerts, reduced
hardware and software maintenance cost, increasedweb coverage,and increased
freshnessof the seard results.

Crawlets can also achieve the performance gains of customized web seners
such asthosethat export meta-data with site speci ¢ information. For instance,
a crawlet can discover pagesthat have changedsigni cantly and ship only them
bad to the seard engine. Further, for media speci ¢ crawlers the crawlet can
discover and ship only the relevant media les. In both these cases,although
the total time spent on processingpagesis the same,the savings in network
transactions are signi cant. Thus, there is no need for web serners to export
meta-data, and for seard enginesto use complex scheduling heuristics (which
often rely on unknown parameters)for revisiting pages.Modifying web senersto
export meta-data asin [2], is only a temporary solution and doesnot work well
in practice. Any such changewill haveto wait for serer updatesbeforeit canbe
used.In cortrast, oncethere is an agreemen on the execution ervironment for
crawlets seard enginescan upload any clever or personalizedforaging crawlets.

Crawlets are not generalinformation retrieval agerts suc asthose described
in [14], which navigate through the network interacting and coordinating with
other agens and servicesto nd relevant information. Instead, they are very spe-
cialized agerts which do not communicate with other agerts and onceuploaded
to a site do not migrate any further. Moreover, due to the non-critical nature
of crawling, crawlets typically do not require guarantees sud as persistenceor
fault-tolerance. As a result they do not needa general purposeagert platform.
We propose an implemertation that requires no modi cations to web seners,
but only the installation of a few active web pagesat participating sites.

There is a good incertiv e for certain typesof web sitesto support our scheme,
especially the onesthat are not regularly crawled and indexed by seard en-
gines, either becausetheir contents changetoo frequertly or they are considered
unimportant. For instance, the seard results returned by Google rarely corntain
pointers to (eventhe major) newssites. Nevertheless,security is major issuefor
both hosting web sitesand crawlets. Hosts are to be protected from threats such
as unauthorized disclosureor modi cation of information and denial of service
attack. Dually, the crawlet hasto be protected from unauthorized tampering of



its code and data. For instance a host can modify the crawlet output in order to
improve the number of hits to its pagesin responseto seard queries.

Ideally, the security measuresequired should be simple and computationally
inexpensiwe, lest they will neutralize the bene ts of our scheme. As we will see
in Sect.7, since crawlets require very limited and predictable accessto system
resourcessecurity can be enforcedby simple sandboxing mecanisms. Similarly
there are computationally inexpensiwe techniquesto protect a crawlet from ma-
licious hosts.

We recertly discovered an independert work that proposesthe idea of using
mobile agerts for e cien tly crawling the web [10]. A standlone application is
preseried that allows one to launch crawler agens to remote web sites. The
application alsoprovides powerful querying and archiving facilities for examining
and storing the gathered information. In our opinion, using this application to
implemert web seart engineshas se\eral drawbadks. First, this approac does
not intergated well with corverntional seard enginedesign.Seard engineswould
typically employ highly customizedinformation storageand retreival techniques
speci cally suited for their purposes,nstead of thoseimposedby the application.
Thus, the application is best viewed as a platform that supports small scaleweb
seard applications. In cortrast, we presen a tightly integrated implemertation
(seeSect.5) that involvesa few simple modi cations to the crawler componert,
and leavesampleroom for seard enginespeci ¢ customizations. Second,security
and ne-grained resourcecontrol issueshat arisedueto code migration, have not
beensatisfactorily addressedin [10]. The sewerity of theseconcernsis hightened
by the fact that their agerts may have multi-hop itineraries. In cortrast, the
specialized nature of our crawlets, such astheir single hop itenararies, provides
simple security and resourcecortrol solutions (seeSect.7). Third, the proposal
in [10] imposesexcessie software requiremerts on pariticipating web sites, such
as rule basedinference enginesand sophisticated communication mecanisms.
Thesesoftware installations are alsoheavy on the CPU, and may thus discourage
web sites from participating. In cortrast, a guiding principle of our designhas
beento require a minimal and light weight software infrastructure.

5 Mo dications to the Search Engine

Our scheme requires modi cations to only the crawler componert of a seard
engine. To simplify the discussion,we only shov modi cation to a naive crawler
which doesnot employ sophisticated scheduling policies such asthose mentioned
in Sect.2.Howewer, our discussionscan easily be adopted to include them.

extract(Q,h) : Returns URLs in queueQthat are at h

dispatchCrawlet(h,F,U) : Sendsa crawlet to h along with URL lists Uand
F. Returns the URLs crawled, and the outgoing
links found by the crawlet

crawl(u) : Downloads the pagepointed to by u and returns
all the links in the page



FQ= TQ= emptyQueue
enqueue(FQ,seedURLS)
while (true)
TQ= FQ FQ= emptyQueue
while (TQ not empty)
u = dequeue(TQ)
if (site(u) supports crawlets )
U, F = extract(TQ,site(u)), extract(FQ,site(u))
(s,0) = dispatchCrawlet(site(u),F,U)
enqueue(FQ,s); enqueue(TQ,0-FQ)
else
| = crawl(u)
enqueue(FQ,u); enqueue(TQ,I-FQ)
end if
end while
end while

The modi ed crawler shavn above maintains two URL queues- FQwhich
contains the URLSs that have already beencrawled, and TQwhich contains URLs
that areyet to be crawled. Before downloading the pageat a URL u, the crawler
cheds if the corresponding web site (site(u) ) supports crawlets. Web sitesthat
do, export an active pageat a xed relative URL, say srch-eng/crwlt-Idr.cgi
Thus, beforedown loading http://osl.cs.uiuc.edu/foundry/index.html the
crawler contacts http://osl.cs.uiuc.edu/srch-eng/crwlt-Idr.cgi . If this
fails it resorts to cornventional crawling. Else, it uploads a crawlet to the web
site. Details of interactions with the active pagesare described in Sect.6.

The crawlet carriestwo lists of URLs that belongto the remote site: Uwhich
contains seedURLs, and F which cortains URLs that have already beencrawled.
These lists are extracted from TQand FQthe obvious way. The crawlet crawls
pagesat its host in the convertional style, exceptthat it doesnot crawl a newly
discovered link if it points to a remote site. The crawlet ships badk a list of
URL/page-summary pairs that correspond to crawled links and a list of outgoing
links it did not crawl. Further details about crawlet implementation and related
issuessuc as security are discussedin Sect.7.

The crawlet may not be able to discover all the pagesat the web site in its
rst visit. For example, considerthe graph of pagesshown in Fig.2. An arrow
betweentwo pagesmeansthat the sourcepagecontains one or more links to the
destination page.Supposethe crawler only knows the URL of wy;. The crawler
dispatches a crawlet with wi; asthe seedURL. The crawlet replies badk with
wy; and wj, asthe URLSs crawled, and w,; and ws, asthe outgoing URLSs found.
Note that the crawlet cannot reach pageswis and wy, in this visit. But later
when the crawler getsto crawl wsy,, it discoversthe URL of wis. In the second
visit the crawlet can crawl the remaining pages.In general,to avoid multiple
visits to a site, the crawler may dispatch a crawlet with a larger set of seed
URLSs that were discoveredin its previous iterations.
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Fig. 2. A graph of web pagesresiding at three web sites

In the crawler algorithm shawvn above, once the crawlet is uploaded to a
web site the crawler does not crawl any further until it hears badk from the
crawlet. Experimental results (seeSect.8)show that evenin this simple casethe
crawler is signi cantly faster than the corventional one. The crawling can be
readily parallelized to obtain further speedups by dispatching multiple crawlets
to di erent sites and asyndironously waiting for their replies.

6 Uploading Crawlets

We now discussthe protocol between seard enginesand the (active pagesat)
web sites, that is usedto upload and executecrawlets. The security concernsthat
arise include mutual authentication betweenthe seart engineand the web site
to prevent malicious masquerading,and the integrity and con dentialit y of the
transaction data. It is reasonableto expect the web site to executethe crawlet
under certain resourceconstraints. The web site may adopt di erent resource
allocation policies for dierent searh engines,which may also vary with time
depending on local systemstate. It is usefulto corvey theseresourceconstraints
to the seart enginesothat it may upload a customized crawlet.

Following is a simple protocol built on top of HTTP (seeFig.3) that imple-
mernts these requiremerts. It usespublic key cryptography for authentication,
and sharedkey encryption for securetransmission of data.

Request 1 : An HTTP requestfrom the seart engineto the web site. The re-
guestpayload cortains a randomly generatedsessiorkey K and is encrypted
with the secret-ley S of the seard1-engine.

Reply 1 : The crawler receivesa reply cortaining a preamble con rming that
the receiver understandsthe protocol, and an authentication key and a time
noncethat should be usedasa ticket for subsequeh transactions. The reply
alsospeci es the resourcelimits (such asCPU time, memory and disk space)
that would apply to the crawlet. The payload is encrypted twice, rst with
the secretkey S,, of the web site, and next by the sessionkey K .

Request 2 : An HTTP requestfrom the seard engine. The payload consists
of the authentication key, nonce,and the crawlet along with its data. It is
encrypted with the sessionkey K .
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Fig. 3. The protocol usedto upload and execute crawlets.

Reply 2 : An HTTP reply that contains the output that the crawlet writes to
its standard output. The output stream is not interpreted by the web site.
The stream can also be interrupted by an error messagewhich could be
becauseof crawlet errors, or host-initiated crawlet abortion due to violation
of security or resourceconstraints. The stream is encrypted with the session
key K .

Due to the non-critical nature of the crawlets and the information they
gather, typically there are no strict fault-tolerance or consistencyrequiremerts
on the uploading and execution of crawlets. The protocol described above has
been kept simple to minimize software requiremerts at web sites. Howewer, it
can be extendedin sewral useful ways. The web site can furnish details about
its local platform such as the type of its HTTP sener, operating system, and
the organization of web pagesin the local le system. Sudc information can be
usedby the crawler to dispatch customizedcrawlets that crawl pagesmuch more
e cien tly. There could alsobe a more elaborate negotiation betweenthe crawler
and the web site for resources One possibility is to have the web sites “sell' their
computational resourcesin excange for increasedimportance that the seard
engineassaiates with its pageswhile processingseard queries.

7 Executing Crawlets

Oncethe crawlet is uploadedit is executedby its host (active pages)in a con-
trolled environment. Following is a simple algorithm for crawlets.

crawl(u) . Crawls the pagepointed to by URL u and returns the list
of URLs it points to and its pre-processedcortents.
classify(l) . Classi es the URL list | into two lists: one containing

URLs at the local site, and the other the remaining.



FQ, TQ, OQ= previouslyCrawledURLs, seedURLs, emptyQueue
while (TQ not empty)
u = dequeue(TQ) (c,))= crawl(u)
enqueue(FQ,u)
(o, i) = classify(l)
o=o0- 0Q
output((u,c),0) /I write to stdout
enqueue(0OQ, 0), enqueue(TQ,i-FQ)
end while

The crawlet crawls local pagesas usual by making HTTP requests.If the
web sener is not already optimized for suc local requeststhe host can intercept
theserequestsand directly accesgshe le system.Of course,this only works for
static HTML pagesand not for dynamically generatedones,and it alsorequires
the host to know the mapping between URLs and path nameswhich may vary
from web serner to web serer. Also, note that the crawlet periodically writes
partial results to its standard output, which is cortinuously redirected bad to
the seard engineby the host. This not only savesstorage spacefor the crawlet,
but alsois handy if the crawlet doesnot get to completeits execution.

We now discuss security measuresfor protecting both hosts and crawlets
from malicious attacks. The security problem is considerably simplied since
the crawlet visits only one host. Recall that, corvertional security medanisms
break down for general mobile agert applications primarily becauseof their
unrestricted mobility. The problem with unrestricted mobility is that hosts in
the agert's itinerary need not trust ead other. Even if an agen is initially
signedby its source,an intermediate host can alter its code and state to make it
malicious. It is generally di cult for a receiving host to determine if the agert
has been tampered with. Similarly it is dicult for an agen to determine if
its execution ervironment at a host is untampered. The current approadces for
securingagerts that travel more than one hop include sophisticated approaces
sud ascarrying proofs of code safety [12], maintaining agen state appraisal [6],
and maintaining path (itinerary) histories [16].

A single hop itinerary and limited computational facilities required by the
crawlets greatly simplify the problem of securing the hosts. Well known tech-
niquesusedin cornvertional settings without migrating code are su cien t. The
authentication and secureloading of crawlets was described in Sect.6.During its
executionthe crawlet only needspermissionto make HTTP requeststo the local
web sener, and usespeci c foldersin the le systemasscratch space.lt neither
needsto communicate with other agerts nor accessther systemresources.The
host is secureif it grants only these permissionsto the crawlet and enforcesthe
resourcelimits negotiated with the seard engine. These security measuresare
easily realized using the sandboxing technique [7].

It is alsoimportant to protect crawlets from malicious hostswhich may tam-
per its output. Although there isn't much incertive for a host to not forward
crawlet outputs to the seart engine,it may want to modify output suc asthe
pre-processedbage contents to improve its popularity. Howewer, this problem is



not unique to our scheme. Sinceweb sites can distinguish seart enginerequests
from others they can forge replies with as much easein the corvertional set-
ting. In any case,the tampered data is not critical enoughto causeirreversible
damage.

The possibility of hoststampering with crawlet output is inconveniert enough
to look for prevertion medanisms.A simpleideais to securethe crawlet's output
stream by encrypting data along with embedded keys. Shared key encryptions
are computationally very cheapand a freshkey is generatedevery time a crawlet
is uploaded.But this solution doesnot prevent the host from interfering with the
execution of the crawlet, in particular with the encryption processitself. A well
known solution to this problem is to encipherthe encryption function itself [15].
Supposethe crawlet is to usethe function f to encrypt its output, but f isto be
kept a secret. The seard enginetransforms f to someother encryption function
E(f) that hidesf. The program P (E(f )) that implements E (f ) is embeddedin
the crawlet. The host can therefore only learn about P (E(f )) which is applied
to produce the encrypted output. The seart engine decrypts this output to
obtain f (x). Thus, oncea suitable candidate for E (f ) is known this strategy is
straightforward and is computationally inexpensive. In summary, the simplicity
of crawlets enablesus to enforce security measuresthat are computationally
inexpensive and do not neutralize the bene ts.

We end this section with a brief note on strategies the seard engine may
adopt if the resourcesallocated by a web site are insu cien t. The pagesat a site
can be logically organizedas a tree or a forest basedon the path componerts of
their URLs. In the presenceof insu cien t resourcesthe seart engine can have
its crawlet crawl only a few subtreesin the forest. The crawlet would simply
treat any link not pointing to a pagein the subtreesas an outgoing link. The
number of pagesand their total sizein a large subtree typically vary very little
with time and hence,basedon previous experience,it is feasibleto estimate the
resourcegequired to crawl them. If the estimatesare inaccurate, and the crawlet
is unexpectedly short of resourcesit can ship its state bad to the seard engine
sothat crawling can cortin ue either in the corventional style or through another
crawlet.

8 Performance Measuremen ts

We now present experimental results that demonstrate the e ectiv enessof our
approach. The primary focus of our experiments is to measurethe performance
gainsof crawling a single site with di erent typesof crawlets in comparisonwith
corvertional crawling. An important factor in the experimerts is the choice of
web sites. According to web statistics, the average number of pagesper web
site is about 500 [11]. Further, most of the sites host very few pagesand only
a small portion host a very large number of pages.So a web site with about a
few thousand pagesis a good choice. We conducted experiments on three sud
sites (see Table 1). Howevwer, the sites have considerably di erent properties
such asthe number and size of pagesand their linkagestructure. To cortrol the



experimental environment we mirrored the sites onto a web sener which does
not host any other pages.This is essetial to isolate our measuremets from
variations due to factors sudh asdi erences in hardware and unpredictable load
at web seners due to the regular requesttrac (that is not generatedby the
experimerts).

Table 1. Properties of sites used in the experiment. Engineering
http://www.engr.uiuc. edu, ACM : http://www.acm.uiuc.e du, and Computer
Science : http://www.cs.uiuc.ed  u.

| |Engineering [ACM |Computer Science |

PagesCrawled 1739 2070 536
Qutgoing Links 570 2446 325
Total Size (MBytes) 15.38 3.14 2.37

The active pagesthat receive and execute crawlets were implemented using
Microsoft ASP. These pagesimplemert the protocol described in Sect.6. They
assumethat crawlets are implemerted in Java. In general, such assumptions
and details of the execution environment can be corveyed while uploading the
crawlet. The pagesusethe built in sandboxing facility of Java runtime environ-
mernt for security cortrol.

As far as the seart engine is concerned, only the crawler componert is
relevant for our purposes.We implemerted two versions of the crawler: one
that crawls in the traditional style, and the other that usescrawlets. Both the
crawlers were implemented in Java. The corventional one runs a few crawling
threads (which download pages)and parsing threads (which processthe pages
to extract links) in parallel. The other crawler dispatches crawlets to web sites
using the protocol described in Sect.6. Java's object serialization and security
featureswere usedfor this. To get a fair comparison, crawlets were implemerted
using the samecrawling and parsing medcanisms as the corvertional crawler.
We experimented with 4 dierent types of crawlets which vary on how they
crawl local pages- using HTTP requestsor through the le system', and how
they transmit the results badk - compressedor uncompressed.The compression
is implemented using java.util.zip padkage. The crawlets not only ship back
raw unprocessedpagesbut alsothe URLs that thesepagespoint to. This means
that the crawlets which do not usecompressionwill be shipping more data than
in corvertional crawling. We did this to get a fair comparison becauseafter
crawling a site the corvertional crawler will have extracted these URLs which
may then be usedby other componerts of the seart engine.

The web sener we usedis Microsoft IS version 5.0. It was executedon a
Pentium 111 450with 192MB RAM and the sener version of Windows 2000.To

! As mentioned in Sect.7, this is actually an optimization in the host execution ernvi-
ronment. There is no change to the crawlet code.



get a fair comparison, the crawler was executedon a machine with exactly the
same con guration. The experiments were conducted in two di erent settings:
onewith both the crawler and sener executingon the samelLAN, and the other
with the two in dierent domains with an e ectiv e connection bandwidth of
more than 1 Mbps. The available network bandwidth in both con gurations was
more than what wasrequired by the crawler and crawlets. Thus, the di erence is
almost only in the network latencies. Further, while using crawlets there wasn't
much di erence in the measuremets for the two con gurations. This con rms
the fact that network latencies are almost completely masked. So we presen
their results only for the WAN con guration.

We measuredfour parameters:total time takento crawl a web site, number
of bytes transfered between the crawler and the sener, load on the crawler
machine, and load on the web sener machine. The total time taken for di erent
con gurations is shavn in Fig.4. The data con rms a number of our speculations
in the previous sections,which were primarily about the WAN con guration.

{ All the four typesof crawlets outperform the convertional crawler.

{ The crawlets which compresstheir results further reducethe crawling time.

{ The optimization of redirecting HTTP requestsof a crawlet directly to the
le systemreducesthe crawling time.

We obsened an interesting phenomenonin the LAN con guration. The con-
vertional crawler performs almost as good as crawlets (outp erforming in some
cases).This is becausein a LAN network latenciesare negligible and the extra
time taken by crawlets for compressionor shipping additional data is ampli ed.

But this phenomenonis not very signi cant in real world becauseall the inter-
actions while crawling the web are over the WAN. In summary, using crawlets
reducescrawling time. This translates to reducedmean-time of revisiting pages,
which in turn implies improved freshnessof results for seard queries.

Figure 5 shows the total number of bytes transfered between the crawler
and the web site. As expected, for the crawlers that do not usecompressionthe
amourt of data to be transfered is more than in the convertional case.This is
especially ampli ed for siteswith seweral small pages,eat pointing to a number
of other pages,as for the ACM site (Table 1). But this is easily remedied using
the compressingcrawlet. Sincethe pagesare mostly plain text, compressionhas
a huge impact. For example, for the ACM site the data transfered is reduced
by more than 70%. These numbers can be improved further if the crawlet ships
bad only pagesummaries,although this meansmore computational load on its
host.

Figure 6 shows the CPU load on the crawler and web sener madines in
di erent settings. In the interest of spacewe have shovn the numbers for only
the engineeringsite which hosts the largest amount of data amongst the three
sites (Table 1). In all casesmost of the usertime is spert on processingpages,
while most of the kerneltime is spent on 1/O operations. The graph is composed
of three parts one eat for the crawler and web serer machines, and another for
the total load which is the sum of the rst two parts.



Fig. 4. Time takento crawl a site.

Fig. 5. Total number of bytes transfered betweenthe crawler and a web site.



Fig. 6. CPU load on the crawler and web server machines.

It is obvious that there is signi cant shift in computational load from the
crawler to the web sener while using crawlets. But still, the combined load
at the crawler and the web sener is lessthan in the corvertional case.This
saving is primarily becauseof the reduction in nhumber of network transactions
required. Another obsenation is the e ect of compressionof the crawlet output.
The increasein user time becauseof compressionis lessthan the decreasein
the kerneltime becauseof reduced|/O operations, thus reducing the total CPU
load. This is becausethe compressionrate is very good for plain text.

Thus, we have demonstrated substartial reduction in crawling time, compu-
tational load at the seard engine,and network transactions on using crawlets.

9 Conclusion

In this paper, we have proposedthe use of mobile agens to improve the perfor-
mance of web seart engines.The performancegains translate to improved web
coverageand freshnessof seard results. Implementations shaw that our scheme
has minimal software requiremerts. In fact it only requires the installation of
a few web pagesat participating sites. This also greatly simpli es its deploy-
ment. The experimental results clearly demonstrate the performancegains. Due
to its simplicity our proposaldoesnot intro duce new security concerns.Security
can be enforced by simple convertional techniques which are computationally
inexpensive. We believe that there is a strong incertiv e for seeral web sites to
support our scheme, especially the onesthat are rarely indexed by seart en-



gines. Given that today's seard enginescover only 12% of the web [11], there
could be a large number of such sites.

An interesting researd in the context of our work is onintegrating agen plat-
forms into web seners, suc as in the WASP project [8]. Although promising,
this idea has not yet gained a wide acceptancedue to seweral reasons,includ-
ing elaborate software installations required, security concerns,and incertive
barriers. Howewer, if accepted,our scheme can be readily integrated into suc
platforms in the form of services.
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