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Abstract

An important technical hurdle blocking the adop-
tion of mobile agent technolagy is the lack of reliabil-
ity. Designing a reliable mobile agent systemis espe-
cially challenging since a mobile agent is potentially
a e cted by failure of any host that it visits, or failure
of any communication link that it needs to traverse.
Previouswork in this domain has attempted techniques
suchas periodic checkpointing of mobile agentstate and
restarting upon machine or communication recovery.
Such approaches render an agent unavailable until a
machine or a communication link itself recovers. In
this paper, we take an alternate approach basel on the
premisethat a mobile agentcan often completeits task
in more than one way. We capture suchredundancyin
non-deterministic constructs in the agentlanguageand
maintain state alout an agent's actual computational
path in its possiblecomputational tree. We designand
implement a distributed recovery schemethat detects a
failure, rolls back an agent's computation, and restarts
the agent from a previous point in its computational
tree down a di er ent but equivalent computational path
without waiting for the actual failure itself to be re-
paired.

1 Intro duction

Mobile agens are useful for certain tasks suc as
searding and Itering information, and monitoring re-
mote everts. They are also appropriate for networks
with low bandwidth, high latency, and intermittent
connectivity. Although numerousmobile agert systems
have beenproposed[2, 4, 7, 12, 14, 15], they have not
beenwidely usedin practice. One signi cant technical
concern regarding mobile agert systemsis their lack
of reliability. In this paper, we focus on the reliabil-
ity aspects of mobile agert systems. We formulate,
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design,and implemert a mobile agent systemthat ex-
ploits non-determinism in the agen code to achieve
greater reliabilit y.

A mobile agert potentially executeson a number of
di erent hosts migrating from oneto the other. Build-
ing a reliable mobile agert systemis especially di cult
since failure of any one of the hosts or failure of com-
munication betweenany two hostsmay adverselya ect
the mobile agert. A few systems(see Section 2), have
proposedperiodic chedkpointing of mobile agen state
and restoration of the agen upon recovery of the failed
host. In such systems,the mobile agert cannot proceed
until the failed host hasrecovered. Other systemshave
proposedusing messagejueuing for reliable agen mi-
gration. In such systems,the agen cannot proceedif
the queuemanagerfails or losescommunication.

Our approad is basedon the assertionthat a mo-
bile agert can often perform its task in more than one
way. For example, a seart agert can retrieve perti-
nernt information by using one information source or
another. In this model, a mobile agert makes choices
asit proceedswith its computation. If a failure occurs
after making a certain choice, our system detects the
failure and restarts the mobile agert with a dierent
choice. This approac allows the mobile agert to pro-
ceedwith its computation by routing the agen around
failuresin contrast with previousapproacteswherethe
mobile agent hasto wait for the failures themsehesto
be repaired. We designand implemert the reliability
mechanisms in the corntext of NetPebbles[9], a mo-
bile agert system that allows scripting with network
componernts. The agert languagein NetPebbles has
non-deterministic constructs which we exploit for the
purposesof reliabilit y.

The rest of the paper is organized as follows. Sec-
tion 2 discussegelated work and identi es the key dif-
ferencesin our approad from other approades. Sec-
tion 3 outlines the NetPebbles programming model,
introducesits non-deterministic constructs, and illus-



trates how such non-determinism can be exploited for
greater reliability. Section 4 describes our distributed
recovery scheme consisting of failure detection, roll-
badk, and garbage collection mechanisms. Section 5
preserns implementation and a preliminary evaluation
of our system. Finally, Section6 concludesand outlines
future work.

2 Related Work

A number of mobile agen systems have explored
reliability issues. The Tacoma[12] and the Ara [1]]
systemscounter processorfailures by providing ched-
pointing primitiv eswhereby an agert cansaveits state.
The Voyager [4] and Concordia [15] systemsalso pro-
vide chedpointing facilities to deal with processofrfail-
ures. In these systems,a mobile agert cannot proceed
with its computation until the failed host recoversand
restoresthe state of the mobile agert from persistert
storage. Moreover, these systemsalso require frequernt
chedkpointing at all hoststhat the mobile agen visits.
In Concordia, reliable agert migration is realized us-
ing a messagequeuing system for communication. If
the queue manager fails or losescommunication, the
agen is delayed until the queue managerrecovers. In
cortrast with the above, our system can recover and
restart a mobile agert from a previous execution con-
text, independen of the recovery of a failed host or
a communication link. In the context of computer-
aided manufacturing, Wolfsonet al proposelin telligent
routers” that are similar to mobile agens [17]. They
usethe ISIS [1] distributed programming environment
for fault tolerance of intelligent routers in a local area
network. In [5], Johansenet. al proposea detection
and recovery protocol for implemerting fault-tolerant
itinerant computations. Mobile agen systemscan be
deployed on ISIS-like distributed programming ernvi-
ronmerts, but it is not clear how suc systemsscale
beyond local area networks.

Strasser et al [13, 14] discusstwo approaces for
improving reliability in agert systems. The rst ap-
proach allows an agert to specify a exible itinerary
with the possibility to defer the visit to currently un-
available madhines or to select alternate machines in
caseof macdine failures. The secondapproact usesa
fault-tolerant protocol to implement exactly-one exe-
cution property for agens using formation of explicit
stagesof computation and resultsin a constrainedlock-
step manner of execution. Such execution constraints,
although useful for certain classesof applications, are
not desirablein general. In [16], Wang et al describe a
method of bypassingsoftware faults by exploiting avail-
able non-determinism in messagedeliveriesat runtime.

In contrast, our approach exploits componert and task
level redundanciesto bypassfaults.

Using non-determinism to improve reliabilit y of mo-
bile agerts is certainly inspired by well-known fault
tolerance techniques that use temporal redundancy
of software modules [10]. The domain of mobile
agens, howewer, introduces some unique challenges
which must be addressed.First, the migratory nature
of mobile agerts makesit dicult to ascertain faults
and initiate recovery. Second,the processof recovery
not only includes starting the agert from a chedkpoint
at some previous host, but may also include garbage
collecting the residual state of the mobile agert that
persists at other hosts visited by the agert after the
chedkpoint operation.

dim fundYield[5]

fund = \GR OWTH"

a = createComp onent(\IMutualF und"\name = "+fund)
fundYield = a.getAvgAnn ualReturn(fund, 5)

c = createComp onen t(\IDispla y*) at \mypc.com"
c.plot(fund, fundYield)

exit

Figurel. An examplescriptthatlocatesaMutual

Fund datacomponento determinethe average
annualrateof returnfor thelast v e yearsfor a
speci cfund. NetPebbles constructareshavn

in boldface .

3 NetP ebbles Programming Mo del

The NetPebbles ervironment o ers a componert-
based programming model. A NetPebbles program-
mer writes a script by rst selectingrequired interfaces
from a catalog and then invoking interface methods
as if the componerts implemerting the interfaces are
local. An end user simply starts a script and there-
after the NetPebblesruntime dynamically determines
the componert sitesand transparertly movesthe state
of the script to the componert sitesasnecessary When
the script executioncompletes,the script returns to the
starting site with the results. For a comprehensie dis-
cussionof the NetPebblesprogramming model, please
refer to [9].

3.1 An Example script
We illustrate the NetPebbles programming model

using an example script. Figure 1 shaws a script that
determinesthe averageannual return for a mutual fund



for the last v e years. At the time of writing the
script, the programmer knows that the script needs
to use two interfaces, namely, \IMutualF und", and
\IDispla y". The \IMutualF und" interface implemerts
a method that provides the averageannual return for
a mutual fund. Each componert that implemerts this
interface may only provide data for a selectedset of
funds. The \IDisplay" interface provides methods to
plot the results. For brevity, we ignore error conditions
in the script.

In the rst createComponent() call, the runtime
attempts to create a componert that implemerts the
\IMutualF und" interface and supports the specied
fund. The runtime usesthe componert catalog to
determine the location of the appropriate componert
and migrates the script to that location. The runtime
at the new location instantiates the componert and
invokes the \getAvgAnn ualReturn()* method on the
componert instance with the fund name and number
of yearsasargumerts. The results from the method in-
vocation are stored in the array variable \fundYield".
The script then usesthe componert catalog to deter-
mine the location of the componert that implemerts
the \IDispla y" interface. When a componert is found,
the runtime migrates the script to the location speci-
ed by the at construct (\m ypc.com") and downloads
the componert to that location. The runtime at the
new location createsan instance of the componert and
displays the results by invoking the \plot()" method.
Finally, with the exit statemen, the script completes
execution, and the runtime initiates garbagecollection
of all componert instances.

3.2 Non-determinismin NetPebbles

The NetPebblesprogramming model is basedon the
premisethat there is morethan oneway to arrive at the
correct result. To explore this premise, we added two
programming constructs that exploit non-determinism.
The two constructs are \ createComponent' (as de-
scribed in Section 3.1) and \ any". We briey describe
ead of these constructs below. The list is not ex-
haustive, and basedon our experiencewith thesetwo
constructs, we plan to add more constructs, such as
asmanyasand atleast(N) , in the future. Note that
the focus of our work is not to explore novel language
constructs but the underlying fault-tolerance meda-
nisms (seeSection 4) to support sud constructs.

createComp onent construct: In NetPebbles,
more than one componert may be available that im-
plemerts the sameinterface, i.e., provides semartically
equivalent function. When the NetPebbles runtime,
say at L, resolwes an interface name from the com-

ponert catalog, the catalog may return more than one
location wherethe desiredcomponert is available. The
runtime makes a non-deterministic choice, selectsone
location, say L, from the list and tries to migrate the
script to L,. The runtime at L, may be unable to mi-
grate the script dueto the failure of host L, or failure of
the communication link betweenL, and L,. Even af-
ter successfulmigration to L ,, a failure may still occur
during componert instantiation or method execution.
When such a failure is detected by L1, the runtime
makes another selectionfrom the list of componert lo-
cations and restarts the script. Figure 1 shaws an ex-
ample script that usesthe createComponent construct.

Any construct: While the createComponent con-
struct provides componert-level redundancy in Net-
Pebbles, the any construct provides task-level redun-
dancy. The any construct is similar to the ALT con-
struct in Occam [6]. It consistsof a set of tasks en-
closed by boolean guards. The any construct allows
the script to proceedwith the computation as soon as
any oneof the guardsevaluatesto \true". If morethan
one guard evaluate \true" then the runtime makes a
non-deterministic choice and executesthe statemerts
cortained in any one of the guard blocks. If during
the execution of these statemerts, the script encoun-
ters a failure, the NetPebblesruntime rolls badk the
script and choosesanother task whoseguard evaluates
to \true". If there is no such task, then the any con-
struct fails. Figure 2 shavs an example that usesthe
any construct. In the example, the script computes
the average annual return for a mutual fund for last
v e years,and comparesthe result with the returns for
the market, using either the Russell2000index or the
S&P500index. In the example, both the guards evalu-
ate to \true" and the runtime makesa choice between
the two possibilities. After obtaining the returns for an
index, the script displays the comparison at machine
\mypc.com".

In this paper, we discussthe useof non-determinism
in the context of NetPebbles. The non-deterministic
constructs that we use, howewver, are genericin nature
and can easily be applied to other mobile agern sys-
tems. The createComponent construct essetially en-
ables an agert to choose a host among seeral hosts
that oer the samefunction. In other systemssuc
as Aglets [7] or Agent-Tcl [2], an explicit migration
step such as a dispatch method or an agent_jump
command is used to migrate an agent from one site
to another. In these systems,it is straightforward to
augmert theseinstructions with a multiple destination
site namessud that the agert can chooseto migrate
to any of these sites to accomplishits goal. Our ap-
proach can then be applied by non-deterministically



dim fundYield[5]
fund = \GR OWTH"
a = createComp onen t(\IMutualF und",\name="+fund)
fundYield = a.getAvgAnn ualReturn(fund, 5)
dim indexYield[5]
any
case (true )
index = \Russell2000"
b = createComp onen t(\IMark etindex",\name="+index)
indexYield = b.getAvgAnn ualReturn(index,5)
endcase
case (true )
index = \S&P500"
b = createComp onen t(\IMark etindex",\name="+index)
indexYield = b.getAvgAnn ualReturn(index,5)
endcase
endan y
¢ = createComp onen t(\IDispla y") at \m ypc.com"
c.plot(fund, fundYield, index, indexYield)
exit

Figure2. A scriptthatusesthe any constructo
comparethe averageannualreturn of a mutual
fundto thatof RusselR000index or the S&P500
index. NetPebbles constructsare shavn in
boldface .

choosing from the list of speci ed hosts, and recover-
ing and retrying another host upon detecting a fail-
ure. The task level non-deterministic constructs which
we explore are equally applicable to any other mobile
agen system. For example,a group of Agent-Tcl com-
mands can be placed under the any construct if such a
construct were to be added to the Agent-Tcl vocabu-
lary. Our systemcanthen non-deterministically choose
to evaluate any task block in the samemanner as in
NetPebbles.

4 The Distributed Recovery Scheme

In the NetPebblessystema script migrates from one
machine to another during its execution. During its
lifetime, a script can encourter a variety of failures
such asnode failures, communication-link failures, and
componert failures. The e ect of any sud failure is
the same{ the script cannot cortinue its execution.
To handle failures, the NetPebblesruntime usesnon-
determinism to route around failures instead of waiting
for failures themselesto heal.

While executing a non-deterministic construct in
a script, the runtime makes a random choice from
a set of viable alternatives. The choice can ei-
ther be a componert-level choice as made by the
createComponent construct or a task-level choice as
made by the any construct. We refer to the script state
when a choice is made as a choice point, and the cur-

rent host asthe choice hostfor that choice point. Each
possible choice at a choice point is assigneda unique
identi er known as the choice id. The ordered collec-
tion of all past choice points in a script's lifetime is its
choice history. A script's choice history is abstractly
represened as a vector of choice ids that identify the
choicesthe script has made sofar. Similarly, a choice
point is abstractly represened as a vector of choiceids
that identify the choicesuntil and including the one at
the choice point. A script carriesits choice history and
the vector of corresponding choice hosts along with it.

The recovery strategy of NetPebblesis to nd a
fault-free path in a script's computation tree. Figure 3
illustrates this concept. Points marked by A, A% and
A%correspond to choice points, and ead outgoing edge
at thesenodesrepreseits a choice. When a failure, de-
noted by a cross(X in Figure 3a), is detected by the
runtime, the script is rolled badk to the most recern
choice point A and an alternate choice is made (Fig-
ure 3b). If the new choice also leadsto a failure, the
current choiceat A is declaredfaulty and the script is
rolled badk and restarted with a dierent choice at A
(Figure 3c).

(CY

©

Figure 3. The gure illustratesthe NetPebbles
recosery scheme. The computationpath of the
scriptis marked by a solid blackline. The choi-
cepointsare marked by A, A" andA”. Failures
are indicated by a cross (X). When a failure
is detectedthe computationis rolled backand
restartedrom the mostrecentchoicepoint with
anavailablechoice.

The distributed recovery scheme usesthree under-
lying servicesat eat node in the system: failure de-
tection, rollback, and garbage collection. The failure
detection service monitors scripts that have made a
choiceat the local node and detectsfailed choices. The
rollback servicesavesa script's state at the local node



before every choice made by the script, and when noti-
ed of a failed choice, it restoresthe appropriate state
and restarts the script with a di erent choice. The
garbage collection service actively tracks a migrating
script and initiates garbagecollection at all appropri-
ate hosts when informed of a failed choice.

4.1 FailureDetection

In our failure detection scheme,a script is monitored
at every choice point in its choice history by the cor-
responding choice hoststo detect any failed choices. A
script's choice at a choice point is declaredfailed if all
the choice points it leadsto and the script have failed.
A choice point fails if the corresponding choice host
fails, or all choicesat the choice point have failed. The
script fails if its current host fails, or it is unable to
migrate becauseof a network partition, or one of its
componerts at the current host has failed.

Given the fact that exact failure detection in an
asyndironous systemwith arbitrary host and comnu-
nication failures is impossible [8], our aim is to ap-
proximate this scheme as accurately and e cien tly as
possible. In particular, our speci c design goals are
to recover from multiple faults and network partitions,
minimize messageomplexity, minimize time to initiate
recovery, and minimize false failure detection (declar-
ing a fault when there is none).

There are seweral approades for failure detection.
In the simplestapproad, every choicepoint (the corre-
sponding choice host) and the script's current host send
periodic heartbeatsto all predecessorchoice points in
the script's choice history. A choice point declaresits
current choice asfailed if it doesnot receive any heart-
beat during a pre-con gured time interval. This naive
approad has a prohibitiv e O(n?) messagecomplexity,
where n is the number of choice points in a script's
choice history.

Our current approad is a simple modi cation of the
above scheme. A choicepoint and the script sendregu-
lar heartbeatsonly to its immediately precedingchoice
point in the script's choice history. For choice points
that are further up in the choice history, heartbeats
are sert with decreasingprobability. More precisely
assuming n choice points CP;; ;CP, in a script's
choice history, CP; sendsperiodic heartbeats to CP;
for1 j < i with probability r' I 1 where0 r 1.
The script sendsheartbeatsto eadh CP; forl i n
with probability r™ . As before,a choicehost initiates
recovery if and only if it does not receive any heart-
beat in a pre-speci ed period. Figure 4 illustrates this
scheme.

This probabilistic scheme has a tunable message

Figure4. This gure illustratesthe o w of heart-
beatsbetweena script and the choicepointsin
the script's choice history The script and its
choice points sendheartbeatto eachprevious
choicepoint in the script's choice history with
geometricallydecreasingrobability Herer is
the probability of sendinga heartbeatindn is
the numberof choicepointsin a script's choice
history

complexity and accuracy In fact, the naive approac
is a special caseof this schemewith r = 1. For false
failure detection to occur, a choice point has to miss
heartbeats from all the successorhoice points and the
script's current host. Therefore, the probability of such
a falsefailure detection at CP; is

[(1 pG i 1))+ pr(j i l)]
i<j n+1

assumingp is the probability of a messagdoss. Since

p 1, smaller the r, higher the probability of false

failure detection. For r < 1pthe gxpected number of
1

messagessert per period is = {J;  j_ r' 1 1 which
evaluates to P
n+1  Lrrtt
1

Thus messagecomplexity varies from O(n), whenr =
0, to O(n?), whenr = 1.

4.2 Checkpointing and Rollback

The rollback serviceat a node maintains in a table
an assaiation betweenthe choice histories of the script
that it has obsened in the past and the script's local
state. When noti ed of a script's failed choice, the roll-
bad serviceusesthe information to resetthe script's
local state to what it was just before the choice was
made.

The table is initially empty and is modi ed on two
occasions. First, when a local script executesa non-
deterministic construct, a newchoiceid is generatedfor



the new choice and is appendedto the script's choice
history. Information assaiating the new choice history
and the execution state of the script and its local com-
ponerts is added to the table. Second,when a node
receives a script with a previously unobsened choice
history, the state of the script's local componerts is
chedkpointed. The state is then assaiated with the re-
ceived choice history and this information is added to
the table.

When noti ed of a failed choice, the rollback service
seartes the table for the choice history that has the
failed choice point asa pre x and is minimal according
to the pre x relation, and restoresthe state assaiated
with the choice history. The rollback service also no-
ties the local componerts to undo any changesthat
needspecial handling. Further, if the failed choice was
made locally then restoring the local state automat-
ically resumesexecution of the script from the non-
deterministic statemert that made the choice. The
stored information about the failed choice is used to
make a di erent choice.

The use of a rollback scheme for recovery has im-
plications on the types of componerts that a script
can use. The state of eadh componert needsto be
rollbackable that is, either the componert supports
methods that are idempotent or the componert sup-
ports additional methods that would allow the e ects
of non-idempotent methods to be undone. On surface,
such requiremerts may seemto be too constraining
for componernt dewelopers, but in reality many com-
ponerts already exhibit suc properties. For example
in the systemadministration domain, componerts that
read system state are idempotent in nature, and com-
ponerts that update system state also support actions
that undo the changes. Examples of the latter include
componerts that install/un-instal | software, start/kil |
daemons,and enable/disable le permissions.

4.3 GarbageCollection

When a script completesexecution, it returns to its
starting host. The garbage collection service at the
starting host initiates a clean up of the script's dis-
tributed state by informing all the nodesvisited by the
script. A script carries along with it a list of nodes
that it hasvisited. This list is updated as the script
migrates in the network.

The garbagecollection servicealsohelpsrollback the
distributed state of a script when one of its choicesfail.
When notied of a failed choice by the local failure
detection service,the garbagecollection servicenoti es
the rollback service at all the nodes that the script
visited after the choice. This notication e ectively

resets the script's state at all nodes to what it was
before the choice. Identifying the nodes which need
to be noti ed requires explicit tracking of the script.
Note that when a choice fails, the script need not be
present at the corresponding choice host. In order to
track scripts, when a script migrates to a remote node,
the local garbage collection service saves the script's
choice history and remote node addressin a persisten
store.

Network partitions may delay garbage collection
inde nitely . To alleviate this problem, the garbage
collection service may use a policy of automatically
garbagecollecting the local script state after a certain
period of inactivit y.

4.4 False Failure Detection and Multiple Script
Incarnations

The failure detection service may declare a choice
to have failed ewven if it hasn't. Sud false detections
are possiblebecauseof arbitrary communication delays
and loses. As a result, multiple incarnations of the
samescript may executesimultaneously in the system.
Multiple incarnations may not always a ect program
correctness,although they waste system resources. A
script whose execution has no side e ects, the results
returned by all but one of the incarnations can simply
be ignored. A script that only performs idempotent
operations over the network is an example of a script
with no side e ects. On the other hand, multiple in-
carnations of scripts that causeside e ects can a ect
program correctnessif they are not handled appropri-
ately. A systemadministration script that modi es the
machine state is an exampleof a script with sidee ects.

Multiple script incarnations are handled in the Net-
Pebblessystemasfollows. Sincethe garbagecollection
service actively tracks a script, the clearup messages
sert by it after a false rollback eventually catch up
with the obsoleteincarnation. When a rollback service
is informed of a failed choice of a script, and it nds a
local incarnation of the script with the failed choice id
in its choice history, the garbagecollection servicekills
the obsoleteincarnation.

The clearup messagesen by the garbagecollection
serviceafter a falserollback may take considerabletime
to catch up with obsoleteincarnations. Meanwhile, ob-
soleteincarnations should not interfere with the execu-
tion of the latest incarnation. The NetPebblessystem
ensuresthis non-interference as follows. All script re-
lated messagesud as migration or garbagecollection
messagegorntain the script's choice history. When a
node receivesa messageit cheds if the received choice
history is obsoleteby comparingthe choicehistory with



Fault Rollback Service
Manager :
. i | Component| Checkpoint
Dlre(;tory Program | : | Manager Rollback
Service Manager | : Manager

Failure Detection Service Garbage Collection Service

Monitor Pulsar H Tracker Scavenger

Communication Service

Figure5. Architectureof theNetPebblesuntime.

the script's latest choice history known to the node.
When a nodereceivesa messageavith an obsoletechoice
history, it simply discardsthe message.In particular,
when a node receivesan obsoleteincarnation (a migra-
tion message),it does not ertertain the incarnation.
This e ectiv ely kills the obsoleteincarnation.

5 Implemen tation  and
Evaluation

Preliminary

In this section,we rst describe the implementation
of NetPebbles,with emphasison its distributed recov-
ery scheme;we then presen preliminary experimental
results and discussthe performance and scalability of
the implementation.

5.1 Implementation Overview

Figure 5 shaws the architecture of the NetPebbles
runtime. The NetPebbles runtime has been imple-
mented in Java. It consists of a Program Manager,
a Fault Manager, a Directory Service,a Rollback Ser-
vice, a Failure Detection Service,a Garbage Collection
Service,and a Communication Service.

When a NetPebblesruntime is rst started, it initi-
atesa sdedulerthat performspre-emptive round-robin
scheduling of all threads in the system. The sded-
uler is necessanto ensurefair thread scheduling in the
heavily threaded NetPebbles runtime!. The system
then starts the threads related to the program man-
ager, failure detection, garbagecollection and rollback

1Thread scheduling in some JVMs can be unfair and may
cause starvation.

services.We now describe ead of the componerts and
the interactions betweenthem.

Program Manager : This module includes an in-
terpreter for executing scripts, and maintains the ex-
ecution context of scripts that have visited the local
node. It also generatesglobally unique identi ers for
scripts launched at the local node. When a program
managerreceivesa script, it modi es the script's list of
visited nodes, assiates an existing execution corntext
with the script (if the script is revisiting the node) or
createsa new one (for a new script), and inserts a pro-
gram thread into the scheduler's queue. The program
thread is an interpreter which repetitiv ely extracts the
next elemen from a script's statemert stack and ex-
ecutesit. The statemert stadk essetially plays the
role of program courter and is modi ed appropriately
by the execution of the topmost statemert. The in-
terpreter informs the fault managerabout executing a
non-deterministic statemert. The fault managerthen
extendsthe script's choice history and chedpoints the
script along with the script's stadk, data, and local
componerts. Execution of a statemert may also re-
sult in script migrations; for example, when a script
usesa componert located at a remote node, or when
a createComponent call createsa componert at a re-
mote node. During migration, the script's stadk and
data is serialized along with other system level infor-
mation sud as the script's choice history and list of
visited nodes, and sert to the intended host. When a
script completesexecution, it is sert bad to its start-
ing host. The program manageralso informs the fault
managerabout arrivals and departures of all scripts.

Directory Service : This serviceprovides an inter-
face to a componert catalog for resolving componert
creation requestsfrom scripts. The componert catalog
has beenimplemented using the LDAP [3] distributed
directory services.

Fault Manager : This module coordinates all fault-
tolerance related activities. When a script arrives at
a node, the fault manager chedks to seeif the script
incarnation is obsolete (see Section 4.4). If the script
incarnation is obsolete,the fault managerinforms the
program managerto discard the incarnation.

With the help of the rollback service,the fault man-
ager maintains for ead script, an assaiation between
the script's obsened choice histories and the script's
local state (seeSection 4.2). When a script arrives at
the local node, the fault manager informs the failure
detection serviceto send heartbeats (see Section 4.1)
to all choice points in the script's choice history. These
heartbeats are cancelledwhen the script departs. Fur-
ther, when a script executesa non-deterministic con-
struct, the fault managerinforms the failure detection



serviceto monitor the new choice. When informed of
a failed choice, the fault managerusesthe garbagecol-
lection serviceto restore the script's distributed state
to what it was just beforethe choice was made.

Failure Detection Service : This service consists
of a pulsar thread and a monitor thread that contin-
uously processrequestsin their respective queues. A
requestin the pulsar's queuespeci es a heartbeat tar-
geted at a particular choice point of a script. The re-
quest speci es the target, probability and sceduled
time for a heartbeat. The target is a triplet of choice
host address,script id, and choice point. A requestin
monitor's queue speci es the time by which the next
heartbeat for a particular choicepoint is to bereceiwed.
The monitor sleepsuntil it is interrupted by a broken
deadline or the receipt of a heartbeat. If the moni-
tor missesa heartbeat, it signalsa failure to the fault
manager. Since heartbeats are periodic, both the pul-
sar and monitor rescedule a request after sending or
receiving a heartbeat.

Rollbac k Service : This serviceconsistsof a com-
ponert instance manager,and a chedkpoint and a roll-
bad manager. The former maintains assaiations be-
tweenscripts and componerts created by the scripts at
the local host. It also generatesglobal namesthat are
usedto refer to componerts uniformly acrossdi erent
nodes. The chedpoint and rollback manageris used
by the fault managerto store and retrieve a script's
local state (seeSection 4.2).

Garbage Collection Service: This service con-
sists of two threads: a tracker and a scavenger. The
tracker maintains information in a persistert store to
track scripts that migrated away from the local node.
The scavenger processes\cleanup” requests received
from other hosts. If the requestis in response to
the completion of a script then the scavenger cleans
up all script related information at the local node.
If the requestis in responseto a failed choice, the
scavenger informs the fault manager to rollback the
script's local state to the appropriate choicepoint. The
garbagecollection service propagatesthe clearup mes-
sageto remote nodesusing information maintained by
the tracker.

5.2 Preliminary Experimental Results

In this section, we presen the performance results
of our distributed recovery scheme. We perform two
setsof experiments. The rst set measures\n ull over-
head" of the system, where we estimate the overhead
of simply running the fault tolerance machinery even
if there are no actual failures in the system. The sec-
ond set measuresthe recovery time of our systemwhen
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Figure®6. (a) shavs the experimentalcon gura-
tion for measuringhe null overheadbf thefault
toleranceamechanism(b) shavs the experimen-
tal con gurationto determingheoverheadsso-
ciatedwith recovery processing.

failures actually happen.

Exp erimen tal con guration:  We usethree ma-
chinesfor the di erent experimerts conducted: an IBM
ThinkP ad running Windows 98 (\h ummer"), and two
IBM PCs running Windows NT (\paseo" and \coun-
tach”). The machines are Pentium 11 class machines
connectedvia a 16MB/sec token ring network. Fig-
ure 6a shows the experimental con guration for the
rst set of experiments. We usea number of \loader"
scripts that start from the machine \h ummer", migrate
to the machine \paseo", executingan in nite while loop
with alternate sleepand wakeup times. Increasingthe
number of sudh loader scripts simulates increasingload
on the system. When fault tolerance is enabled, load-
ing the systemin sud a fashion results in monitors
being sdheduled on \hummer", and heartbeats being
scheduledon \paseo" that areto be sert to \h ummer".
When a systemis loaded by a certain number of loader
scripts, a \trac ker" script is sert from \hummer" to
\paseo", and returned immediately badk to \h ummer",
where we measurethe roundtrip time for the tracker
script. We measurethe roundtrip time under various
load conditions with and without enabling fault toler-
ance and thereby measurethe overhead of fault tol-
erance under various load conditions. Note that the
measuremets report the elapsed\w all-clock" time.

Figure 6b shows the experimental con guration for
the secondset of experiments. We used the loader
scripts exactly in the samemanner asin the rst set
of experiments. Howewer, in this case,the \trac ker"
script is rst sert from \paseo" to \countach”. When
the tracker script reaches\countach”, a failure is sim-



ulated on \countach" by aborting the runtime. The
monitor for the tracker script on \paseo" eventually
detects the failure and starts the recovery processfor
the script. Upon recovery, another choicein the tracker
script gets activated and the script migrates to \h um-
mer" and returns immediately to \paseo" to complete
execution. In this experimert, we measurethe recovery
time on\paseo". The recovery time is the time between
the detection of the failure by the monitor thread and
scheduling of the rolled badk script for execution.

We use heartbeat probability of 1.0 for both sets
of experiments to fully exposethe overheadsrelated
to fault tolerance. The experimental load was varied
from 0 to 100 loader scripts in steps of 20. Although
we ran tests with up to 200loader scripts, the NetPeb-
bles runtime occasionally ran out of memory for loads
higher than 100. We are con dent that for load values
of up to 100, the systemis not a ected by extraneous
factors. We conducted 9 trials for ead data point on
the result graphs. For eat data point, we discarded
the two highest and the two lowest valuesto eliminate
outliers, and computed the arithmetic average of the
remaining 5 values. The coe cien t of variations for
measureddata points waslessthan 0.05in most cases,
2 giving us relatively high con dence in the computed
averages.

Results: Figure 7 shaws the overhead of our fault
tolerance machinery for di erent systemloads. For low
systemload (up to 20 loader scripts), the overhead of
fault tolerance is lessthan 30%. For moderate loads
(up to 40 loader scripts), the overhead of fault toler-
anceis roughly 60%. For heavy loads (up to 60 and
higher loader scripts), the overheadof fault toleranceis
roughly 100%. For heavy load casesthe processorsare
at their maximum utilization and there is heavy con-
tention betweenconcurrert threads (program threads,
pulsar thread, monitor thread). The initial resultsfrom
our implemertation are not discouragingaswe have in-
creasedthe load by a factor of 5 (from 20 to 100) and
the overheadhas only increasedup to a factor of 2.

Figure 8 shows the recovery time for a script with
increasing system load. The recovery time is rela-
tively low (a few tens of milliseconds) when the sys-
tem is loaded lightly to moderately (up to 40 loader
scripts). However, with loads of 60 or higher, the pro-
cessorsagain reach maximum utilization and concur-

2n caseswith low load since there was no competition for the
processor,the execution times varied only a little. In caseswith
high load, since the processorwas fully utilized, tracker threads
always had to wait, and hence execution times varied only a
littte. In casesof moderate load, however, the execution time
varied more as sometimes the tracker threads \got lucky" and
were scheduled quickly while most loader threads were sleeping,
and at other times they had to wait appreciably.

3400 without recovery —+—
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. . . .
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Figure 7. The graphshaws the “null overhead”
of our recovery scheme. The y-axis shows the
roundtriptime of the tracker script. The x-axis
shavsthenumberof loaderscriptsin thesystem.
Theoverheadf therecorery schemés minimal
for light to moderatdoads(for up to 40 loader
scripts). For higherloads,the recovery scheme
resultsin appreciableverhead.

rent threads facetremendouscortention. The recovery
time increasesroughly by a factor of 20 when the load
increasesfrom 40 to 100.

The initial performance results indicate that high
systemload must be managedcarefully in our system.
To exposeall the overheadsin our system,we xed the
heartbeat probabilities in our systemat 1.0. Decreas-
ing the heartbeat probability, and increasing monitor-
ing timeout will likely make the system scale better.
Tedhniques sudh as grouping heartbeats together will
also likely improve system performance. To keep the
initial implementation clean, we have also used Java
languagethreads quite liberally in our system. Stream-
lining the usageof threads in our system, and possibly
using nativ e thread padkageswill likely improve system
performanceappreciably.

6 Conclusions and Future Work

In this paper, we describe a scheme that exploits
non-determinismto addressthe issuesof reliabilit y and
fault tolerance for mobile agerts. First, we describe
the non-deterministic constructs of the NetPebblespro-
gramming model and illustrate how mobile agens can
use these constructs. Next, we describe a distributed
recovery schemethat exploits non-determinismto pro-
vide fault tolerance. We presen the design and im-
plemertation of the rollback schemein context of the
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Figure8. The graphshaws therecovery time of
the tracker scriptwhena failure occurs. They-
axisshavstherecoverytime onthechoicepoint
host. The x-axis shavs the numberof loader
scriptson the choice point host. The recovery
time is minimal for light to moderatdoads(for
up to 40 loaderscripts). For higherloads,the
recovery time increasesppreciably

NetPebblessystemalongwith somepreliminary perfor-
mance measuremets. Our initial performanceresults
are promising but indicate that high systemload must
be managedcarefully.

In the future, we plan to investigate additional con-
structs for providing non-determinism in the program-
ming model. We also plan to implemert more sophis-
ticated failure detection schemessud asonesthat use
voting. We plan to ne tune the implementation by
making judicious useof Java languagethreads and pos-
sibly using native thread padkages. We also plan to
study the e ects of decreasingthe pulse probability,
and increasing monitoring timeout on the overall sys-
tem performance and scalability. Tedniques sudc as
grouping pulsestogether will also likely improve sys-
tem performance.
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